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About This Quick Start Guide 


This guide steps you through the following: 


1. Setting up Novell Filr with test users and data on a Windows/Active Directory network. 

2. Briefly exploring Novell Filr administration and user functionality. 
A lab network is the assumed target environment, but the instructions can be adapted for installing 
Filr on a production network if desired. 

+ Chapter 1, “Small Versus Large Filr Deployments,” on page 7 

+ Chapter 2, “Hands-on System Requirements,” on page 9 

+ Chapter 3, “Downloading Filr Software,” on page 13 

+ Chapter 4, “Creating Test Users,” on page 17 

+ Chapter 5, “Preparing Folders and Files,” on page 21 

+ Chapter 6, “Deploying and Configuring the Filr Appliances,” on page 47 

+ Chapter 7, “Securing LDAP Communications between Filr and Active Directory,” on page 69 

+ Chapter 8, “Administering Filr,” on page 77 

+ Chapter 9, “Using Filr,” on page 101 


Audience 


This guide is for administrators of Windows/Active Directory networks who want to evaluate Novell 
Filr. 


Feedback 


We want to hear your comments and suggestions about this guide and the other Filr documentation. 
Please use the User Comments feature at the bottom of each page of the online documentation. 


Documentation Updates 


For the most recent version of this guide, access it on the Web (http://www.novell.com/ 
documentation/novell-filr1/filr1_hands-on_w/data/bookinfo.html). 


Additional Documentation 


For additional Novell Filr documentation, see the Filr Documentation Web page (http:// 
www.novell.com/documentation/novell-filr1). 
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Small Versus Large Filr Deployments 


Novell Filr can be deployed in the following ways: 


+ Asa Small Deployment: A single, multi-purpose Filr appliance 


+ Asa Large Deployment: At least three separate, single-purpose appliances (Filr, Filrsearch, and 


MySQL) 


Either deployment type works for the exercises in this guide, but production environments require 
large deployments, and many production workloads require clustered Filr appliances. 


Your First Hands-on Task: Choose a Deployment Type 


1 Using the information in this section, choose a deployment type for the hands-on exercises that 
matches your goals for learning about Filr. 


For example, if you only have a casual interest in learning about Filr and want to invest the 
minimum time and effort required, a small deployment is the best fit. On the other hand, if you 
think you might want to deploy Filr inside your organization, and you want to investigate what 
that will require, you should probably consider a large deployment. 


+ Comparison of Deployment Types: The following table summarizes the main differences 
between small and large Filr deployments. 


Small Deployment 


+ 


Does not support production environments 


Large Deployment 


+ 


Supports production environments 


+ 


Maximum capacity is 
+ 300 active users 
+ 2,500 folders 
+ 50,000 files 


+ 


Supports more than 
+ 300 active users 
+ 2,500 folders 
+ 50,000 files 


Cannot be upgraded to a large deployment, 
and cannot "grow” by leveraging shared, 
external storage 


If shared storage is configured as part of the 
initial configuration, a large deployment can 
"grow” to include multiple, clustered Filr 
appliances. 


IMPORTANT: Shared storage is not 
covered in this guide, but a link to that 
documentation is provided. 


Requires downloading two files: the Filr 
appliance and the Hands-on Filr- 
windows. zip file 


Requires downloading four files: the Filr, 
Filrsearch, and MySQL appliances, and the 
Hands-on Filr-windows. zip file 


Offers a streamlined, quick installation and 
configuration 


Requires a more involved installation and 
configuration 


Small Versus Large Filr Deployments 
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Small Deployment Large Deployment 


+ Uses only one IP address + Requires three IP addresses 

+ Cannot access an existing MySQL + Can use an existing MySQL database in 
database (all functionality is contained place of the MySQL appliance provided 
within the single appliance) with Filr 


+ Both Types Are Covered in This Guide: Where different procedures are required, section 
titles begin with “Small Deployment” or “Large Deployment.” 


Most of the sections apply to both deployment types. 


2 Continue with Chapter 2, “Hands-on System Requirements,” on page 9. 
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Hands-on System Requirements 


To set up Filr for the hands-on exercises, ensure that your system meets the requirements for your 
deployment type. 


+ Section 2.1, “Small Deployment: System Requirements,” on page 9 


+ Section 2.2, “Large Deployment: System Requirements,” on page 10 


2.1 Small Deployment: System Requirements 


Table 2-1 Small Deployment System Requirements 


Item Details 


A Windows 2003 R2 or 2008 R2 server that is attached to an Active Directory 
domain. 


Ww Administrative rights on the server. 


Windows Server 


Software for the Filr appliance (See Section 3.1, “Small Deployment: 
3] Software,” on page 13) 


Filr Software 


[h One of the three virtualization platforms listed in “Filr Server Requirements” in 
Y the Novell Filr 1.0.1 Installation and Configuration Guide: 
SSS + Hyper-V 
Virtualization Server + VMware 
+ Xen 


The virtualization server should have at least the following resources 
available for the Filr virtual machines: 


+ 12 GB RAM 
+ 125 GB free hard drive space 


Filr One IP address on the Active Directory domain network, including: 
ee + DNS host name 
v + The subnet mask 


Öne iP Addressiön + The primary gateway IP address 


Your network + A DNS server IP address 


Hands-on System Requirements 


Item Details 


= my-emaill @example.com Two Web-based email addresses for receiving invitations and notifications 


—| my-email2@example.com 


Two Email Addresses 


A Windows workstation for administering the appliances and testing the Filr 


3] Windows application: 

`~ s . . ` . 

Windows Workstation + Enterprise-level (non-home) version of Windows XP, Windows 7, or 
Windows 8 


+ Joined to your Active Directory domain 


+ Mozilla Firefox 9, Mozilla Firefox 10, Microsoft Internet Explorer 8, or 
Microsoft Internet Explorer 9 for configuring and managing the 
appliance after the initial setup 


+ Microsoft Office or LibreOffice 


+ A Java Runtime Environment (JRE) 


SS Wireless connectivity on your network 
(md 


© 


Wireless Connectivity 


At least one mobile device (iOS 5 or later or Android 2.3 or later) that is 
capable of connecting to your network's wireless connection 


Mobile Devices 


2.2 Large Deployment: System Requirements 


Table 2-2 Large Deployment System Requirements 


Item Details 


A Windows 2003 R2 or 2008 R2 server that is attached to an Active Directory 
domain. 


Ww Administrative rights on the server. 


Windows Server 


Software for the three Filr appliances: Filr, Filrsearch, and MySQL (see 
3 Section 3.2, “Large Deployment: Software,” on page 14). 


Filr Software 


a 


Filrsearch Software 


MySQL Software 


10 Filr 1.0.1 Hands-on Guide for Windows 


Item Details 


mo One of the three virtualization platforms listed in “Filr Server Requirements” in 
© v = the Novell Filr 1.0.1 Installation and Configuration Guide: 
a + Hyper-V 
Virtualization Server 
+ VMware 
+ Xen 


The virtualization server should have at least the following resources 
available for the Filr virtual machines: 


+ 18 GB RAM 
+ 250 GB Hard drive free space 


Filr Filrsearch MySQL Three IP addresses on the Active Directory domain network for the Filr 


FN Cy S appliances, including: 
Yv v v + IP addresses 


+ DNS host names 


Three IP Addresses on 
Your network + The subnet mask 


+ The primary gateway IP address 


+ Atleast one DNS server IP address 


Ca my-emaill @example.com Two Web-based email addresses for receiving invitations and notifications 


R my-email2@example.com 


Two Email Addresses 


A Windows workstation for administering the appliances and testing the Filr 


3] Windows application: 

= = . . ` . 

Windows Workstation + Enterprise-level (non-home) version of Windows XP, Windows 7, or 
Windows 8 


¢ Joined to your Active Directory domain 


+ Mozilla Firefox 9, Mozilla Firefox 10, Microsoft Internet Explorer 8, or 
Microsoft Internet Explorer 9 for configuring and managing the 
appliance after the initial setup 


+ Microsoft Office or LibreOffice 


+ A Java Runtime Environment (JRE) 


c= Wireless connectivity on your network 
ee 
e 


Wireless Connectivity 


At least one mobile device (iOS 5 or later or Android 2.3 or later) that is 
capable of connecting to your network’s wireless connection 


Mobile Devices 


Hands-on System Requirements 
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3 Downloading Filr Software 


+ Section 3.1, “Small Deployment: Software,” on page 13 
+ Section 3.2, “Large Deployment: Software,” on page 14 


3.1 Small Deployment: Software 


1 If you don’t already have a Novell account, register for one on the Novell Web site (https:// 
secure-www.novell.com/selfreg/jsp/createAccount.jsp?). 


2 Access the Novell Downloads Web page (http://download.novell.com). 
3 Doa keyword search for Novell Filr. 


Product or Technology (optional ) 


Keyword [optional] 


Novell Filr Evaluation 


(search) Login above to access premium and restricted files. 


4 In the Results section, click the Novell Filr Evaluation Download button. 


Name - click for description File Name Date Download 


Novell Filr 1.0.1 Evaluation - 100% 12 files 16 Sep 2013 


5 Continue the download process until you have successfully downloaded the following: 


+ Hands-on_Filr-windows. zip 


Downloading Filr Software 


¢ The file for your virtualization platform: 


VMware Filr.x86 64-version.ovf.zip 


Hyper-V Filr.x86 64-version.vhd.zip 


Xen Filr.x86_64-version.xen.tar 


6 Continue with Chapter 4, “Creating Test Users,” on page 17. 


3.2 Large Deployment: Software 


1 If you don’t already have a Novell account, register for one on the Novell Web site (https:// 
secure-www.novell.com/selfreg/jsp/createAccount.jsp?). 


2 Access the Novell Downloads Web page (http://download.novell.com). 
3 Doa keyword search for Novell Filr. 


Product or Technology (optional) 


Keyword [optional ) 


Novell Filr Evaluation 


(Ssearch) Login above to access premium and restricted files. 


4 Inthe Results section, click the Novell Filr Evaluation Download button. 


Name - click for description File Name Date Download 


Novell Filr 1.0.1 Evaluation - 100% 12 files 16 Sep 2013 
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5 Continue the download process until you have successfully downloaded the following: 
+ Hands-on_Filr-windows. zip 


¢ The files for your virtualization platform: 


VMware Filr.x86 64-version.ovf£.zip 
Filrsearch.x86_64-version.ovf.zip 


MySQL.x86_ 64-version.ovf.zip 


Hyper-V Filr.x86 64-version.vhd.zip 
Filrsearch.x86_64-version.vhd.zip 


MySQL.x86_ 64-version.vhd.zip 


Xen Filr.x86 64-version.xen.tar 
Filrsearch.x86 64-version.xen.tar 


MySQL.x86 64-version.xen.tar 


6 Continue with Chapter 4, ”Creating Test Users,” on page 17. 
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Creating Test Users 


For information about users and groups in Filr, see “Users and Groups with Filr” in the How Filr 


Works—Overview Guide. 


The tasks in this guide involve the test users shown in Table 4-1. 


Table 4-1 Test Users to Create 


First Name Last Name oo Role in Organization oe d Sia 
A Red ared Development Supervisor Filrrock$ Yes 

A Pink apink Developer Filrrock$ No 

A Blue ablue IT Supervisor Filrrock$ Yes 

A Green agreen Network Technician Filrrock$ No 

A Yellow ayellow Marketing Supervisor Filrrock$ Yes 

A Orange aorange Marketing Administrative Assistant Filrrock$ No 

A Black ablack Director of Sales Filrrock$ Yes 

A Gray agray Sales Representative Filrrock$ No 

Filr Proxyuser filrproxyuser n/a NOv3llfi!r No 


1 Create an ou container named testusers in your AD domain. 
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_ Remote Desktop Services 
fi Active Directory Administrative Center 
Sy Active Directory Domains and Trusts 
Active Directory Module for Windows PowerShell 
faje Active Directory Sites and Services 


= Active Directory Users and Computers 


Administrator 


> Active Directory Users and Documents 
” Computers 


Computer 
„= Group Policy Management 
WY Internet Information Services (IIS) Manager 
© iSCSI Initiator 
5» Local Security Policy 
Devices and Printers (©) Performance Monitor 
EA Security Configuration Wizard 
3, Server Manager 
LA Services 
Sz) Share and Storage Management 
æg St Storage Explorer 
I system Configuration 
All Programs © Task Scheduler 


Jows Fi n l Sear 
| Search programs and files 2) Log off | @ SE — wh Adva ty 


Network 


Control Panel 


Help and Support 


[af] Windows Memory Diagnostic 
ER Windows PowerShell Modules 
w Windows Server Backup 


Active Directory Users and Comput 
] Saved Queries 
g filr4ab.local 
€] Builtin 
{| Computers 
Š] Domain Controllers 
“| ForeignSecurityPrincipals 
‘| Managed Service Accounts 
J Users 


Pap testusers 


GG) & & & 


>l 


TIP: Locating the container at the top of the domain isn’t required, but it makes the path shorter 
during the LDAP import. 


The use of a separate container simplifies the LDAP import process and the removal of users 
when your evaluation concludes. 


2 Create the users listed in Table 4-1 in the testusers container and assign them passwords as 
indicated in the table and shown in the screen shots that follow. 


Users are assigned the same password to simplify the evaluation test process. 


The password for the proxy user is the “administrative” password used in the examples in this 
guide. 
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If the suggested passwords don’t meet your password policy requirements, specify passwords 
that do. 


IMPORTANT: Make sure that you deselect User must change password at next login as shown. 


New Object - User 
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New Object - User 


New Object - User 


ER ERE ERE 


4 Continue with Chapter 5, “Preparing Folders and Files,” on page 21. 
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Preparing Folders and Files 


Figure 5-1 illustrates the folders and files that are contained in the zip that you downloaded in 
Chapter 3, “Downloading Filr Software,” on page 13. 


Figure 5-1 Hands-on Files and Folders 


Your Windows Server 


Drive C: 
download 


-novell — = — | Filr Exercise Folders 
.com d 


Hands-on_Filr-Windows.zip 


Home_Folders * IS 
| personnel ablack *** — |] training advertising — [revenue 
projections ** 
2014.xls 


reviews ** ablue *** g quick starts gi brochures ** 
Novell_Filr.pdf filr_flyer.pdf 


| mpink ared *** 


quotas ** 
_|2013.doc 


ayellow *** 2013.xIs 
salaries ** 


2014.xls 


| projects ** 


current Folders and files are downloaded in the zip file. 
* You create Windows Shares for these. Then later you designate 


aberequidec them as Net Folder Servers. 


future ** These folders become Net Folders with the implementation of Filr. 


xyz-requ.doc *** These folders are created by Windows for the users that you create. 


+ Section 5.1, “Unzipping the Exercise Folders and Files,” on page 22 

+ Section 5.2, “Setting Up the Home_Folders Share,” on page 23 

+ Section 5.3, “Assigning Home Folders,” on page 31 

+ Section 5.4, “Setting Up the Other Hands-on Exercise Folders and Files,” on page 34 
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5.1 Unzipping the Exercise Folders and Files 


1 Copy the Hands-on_Filr-windows. zip file that you downloaded in Chapter 3, “Downloading 
Filr Software,” on page 13, to Local Disk (C:) on your Windows server. 


Organize v Open vw New folder GE v @ 
Al Name + Date modified Type 
— i File folder 
FE) Documents inetpub 7/24/2013 1:26 PM 
a Music Ji Perflogs 7/13/2009 9:20PM File folder 
EJ Pictures IJ Program Files 7/24/2013 1:05PM_ File folder 
ER videos (Ji Program Files (x86) 7/24/2013 1:05PM File folder 
WB users 7/24/2013 11:00 AM. File folder 
ki 
tenn asta J Windows 7/24/2013 1:26PM File folder 
= ae El Filr-Exercse-Folders-w 8/16/2013 2:04PM 
€ DVD Drive (0:) GRP es ok ars er Ni a 
ERDO S ëO >| 
Filr-Exercise-Folders-w Date modified: 8/16/2013 2:04PM 
Compressed (zipped) Folder Size: 80.4KB 


2 Right-click the zip file, then select Extract All. 


LÅ inetpub 7/24/2013 1:26 PM 
J Perflogs 7/13/2009 9:20 PM 
i Program Files 7/24/2013 1:05 PM 
LÅ Program Files (x86) 7/24/2013 1:05PM 
7/24/2013 11:00 AM 


7/24/2013 1:26 PM 


ois 204PM Compressed ( 


3 Change the extraction path to c: \, then click Extract. 
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Bi extract Compressed (Zipped) Folders 


& "1, Extract Compressed (Zipped) Folders 


Select a Destination and Extract Files 
Files will be extracted to this folder: 
[EE Browse... | 


IV Show extracted files when complete 


4 Double click the extracted Filr-Exercise-Folders folder to reveal the five directories used in the 
exercises that follow. 


“ioi xl 
Gor = v Local... ~ Filr-Ex... KE | Search Filrexercise-... EJ 


Organize +  Indudeinlibrary ~ Sharewith ~ New folder == ~ 0] @ 


E E] Pictures Date modified 
m (BE videos 


E pf Computer 
=) A Local Disk (C:) 9/5/2013 1:45 PM 
BB FilrExerciseFolc 9/5/2013 1:45 PM 


+ | 


9/5/2013 1:45 PM 


H H HH 


5 Continue with Setting Up the Home Folders Share. 


5.2 Setting Up the Home Folders Share 


+ Section 5.2.1, “Configuring Home Folders Share Permissions,” on page 23 


+ Section 5.2.2, “Configuring Home Folders NTFS Permissions,” on page 27 


5.2.1 Configuring Home_Folders Share Permissions 


1 On the Windows server, click the Windows Explorer icon =| 


2 Navigate to the Home_Folders folder that you downloaded and extracted in Section 5.1, 
“Unzipping the Exercise Folders and Files,” on page 22. 
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[o Home_Folders 


E & Local Disk (C:) 
E i Filr-Exercise-Fole 


3 Share Home_Folders by doing the following: 
3a Right click the folder. 
3b Click Properties. 


[ED Hore Foi 


3c Click the Sharing tab, then click Advanced Sharing. 


l Home_Folders Properties 
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3d Select the Share this folder option, name the share Home Folders$, then click Permissions. 


As you probably know, the dollar sign ($) hides the folder from users browsing the 
network. 


| Advanced Sharing 


Vv 


[Home Faders] O 
Add) Remove 


[3575 


4 Configure group permissions by doing the following: 


4a Click Remove to remove access by the Everyone group. 


Permissions for Home_Folders$ 


4b Click Add. 
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Permissions for Home_Folders$ 
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4e Under Permissions for Domain Users, Allow full control, then click OK > OK. 


fi Permissions for Home_Folders$ d x| 


Group or user names: 
Domain Users (FILR-LAB\Domain Users) 


4f Continue with Configuring Home_Folders NTFS Permissions. 


5.2.2 Configuring Home_Folders NTFS Permissions 


1 Configure file permissions by doing the following: 
la Click the Security tab, then click Advanced. 
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FH Home Folders Properties x) 


` General | Sharing [Security] | Previous Versions | Customize | 


Object name: C:\Home_Folders 


Group or user names: 


&2, SYSTEM 
&, Administrators (FILR-LAB\ Administrators) 
ŠR, Users (FILR-LAB\Users) 


To change permissions, click Edit. Edit... | 


Permissions for CREATOR 
OWNER Allow Deny 


Full control 

Modify 

Read & execute 
List folder contents 
Read 

Write 


For special permissions or advanced settings, | Advanced | | 
click Advanced. 


Leam about access control and permissions 


ib Click Change Permissions. 


Pemissions | Auditing | Owner | Effective Pemissions | 


n Advanced Security Settings for Home_Folders xi 


To view details of a permission entry, double-click the entry. To modify permissions, click Change Permissions. 


Object name: C:\Home_Folders 


Permission entries: 


Full control 
Now ae (FILR-LAB\... Full control CA 
Allow Users (FILR-LAB\Users) Read & execute CA 
Allow Users (FILR-LAB\Users) Special CA 
Allow CREATOR OWNER Special CA 


J¥ Include mhertable permissions from this object's parent 


Managing permission entries 
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This folder, subfolders and 
This folder, subfolders and... 
This folder, subfolders and... 
This folder and subfolders 
Subfolders and files only 


cot | 4 | 


1c Deselect Include inheritable permissions from this object’s parent, then on the warning, click 
Add. 


Ud Advanced Security Settings for Home Folders x| 
Permissi | 


To view or edit details for a permission entry, select the entry and then dick Edit. 


Windows Security xj 


Object name: C:Home Waming: f you proceed, inheritable parent permissions will no longer 
Å propagate to this object. 
HELER - Click Add to convert and add inherited parent permissions as explicit 
permissions on this object. 
Allow Administrators - Click Remove to remove inherited parent permissions from this object. 
Allow Users (FILR-+Lé 
Allow Users (FILR-LA - Click Cancel if you do not want to modify inheritance settings at this time. 


Allow CREATOR OW | eae | Cancel | 
Add... | Edit... | Remove 


[F |Indde inheritable permissions from this object's parent 
I Replace all child object permissions with inheritable permissions from this object 


entries 


OK | Cancel | Apply | 


1d In the Permission entries list, Shift-click to select the two Users entries, then click Remove. 


<not inherited> This folder, subfolders a... 
<not inherited> This folder, subfolders a... 


<not inherited > 
<not inherited> 


Subfolders and files only 


This folder, subfolders a... 
Administrators (FILR-LA... Full control <not inherited> This folder, subfolders a... 
Allow CREATOR OWNER Special <not inherited> Subfolders and files only 


1f Type filrproxyuser, then click Check Names. 
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Select User, Computer, Service Account, or Group 


ig Click OK. 
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1h Allow full control, then click OK > OK > OK > Close. 


FR Permission Entry for Home_Folders 
Apply to: [This folder, subfolders and files -| 


Permissions: Allow Deny 
Full control 
Traverse folder / execute file 
List folder / read data 
Read attributes 
Read extended attributes 
Create files / write data 
Create folders / append data 
Write attributes 
Write extended attributes 
Delete subfolders and files 
Delete 


A A A A A A A R E KE] 
loOoooooooooo 


Apply these permissions to objects and/or Clear All 
E containers within this container only an | 


2 Continue with Assigning Home Folders. 


5.3 Assigning Home Folders 


1 In Administrative Tools > Active Directory Users and Computers, right-click A Black, then select 


Properties. 
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= Active Directory Users and Computers 


2 Click the Profile tab. 


A Black Properties 


3 Under Home folder, select Connect, then click the Connect drop-down list and select H:. 
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i zx 
_ Remote Desktop Services Profile | Personal Virtual Desktop | COM+ | 
General | Address | Account Profile | Telephones | Organization | Member Of | 


r User profile 


4 For the first user, in the To field, type the UNC path to the HOME_Folders share on your 
Windows server, followed by Yousername%. 


For example, the share path on the Windows server used for the development of this guide is 
\\Windows-DC\Home_Folders$\%username%. 


Home folder 
© Local path: | 


Connect: JH: 7] To: PChHome_Folders$\"usemame 


5 Select the string and copy it to the clipboard by using Ctrl+C. 
For the second and subsequent users, you can use Ctrl+V to paste the string into the To field. 
6 Click OK. 
7 Repeat from Step 1 for each of the following users: 
+ ABlue 
+ ARed 
+ A Yellow 


8 After configuring the home folders indicated, verify that the home folders have been created by 
accessing the Home_Folders folder in Windows Explorer. 


Preparing Folders and Files 33 


7/15/2013 6:26PM _File folder 
7/15/2013 6:26PM _File folder 
7/15/2013 6:26PM _File folder 
7/15/2013 6:27 PM 


=) Computer 
E & Local Disk (C:) 
P. Home_Folders 


9 Continue with Setting Up the Other Hands-on Exercise Folders and Files. 


5.4 Setting Up the Other Hands-on Exercise Folders and Files 


+ Section 5.4.1, “Creating Shares and Changing Share Permissions,” on page 34 


+ Section 5.4.2, “Changing the NTFS Permissions,” on page 39 


5.4.1 Creating Shares and Changing Share Permissions 


Table 5-1 lists the rest of the Filr exercise folder names and the users to assign full share permissions. 


Table 5-1 Share Permission Assignments 


Folder Name Users to Assign Full Share Permissions 


Dev + ared 


+ filrproxyuser 


Is + ablue 


+ filrproxyuser 


Mrktg + ayellow 


+ filrproxyuser 


Sales + ablack 


+ filrproxyuser 


Create shares and assign share access by doing the following for each folder listed. 


1 In Windows Explorer, right-click one of the four folders in Table 5-1, starting with Dev, then click 
Properties. 
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IS Filr Exercise Folders 


2 Click the Sharing tab, then click Advanced Sharing. 


| Dev Properties 


3 Select the Share this folder option, then click Permissions. 
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Advanced Sharing 


[IV |share this folder 


Remove 


Limit the number of simultaneous users to: | 167774 


Comments: 


mm | 


a Permissions for Dev xi 
Share Permissions | 


Group or user names: 


5 Click Add. 


Į Permissions for Dev 


No groups or users have permission to access this object. 
However, the owner of this object can assign permissions. 


El 
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6 In the Enter the object names to select field, type the users listed in the second column of Table 5-1 
on page 34, separated by a semicolon. 


For example, for the Dev folder, type ared; £ilrproxyuser, then click Check Names to validate 
your entries. 


Select Users, Computers, Service Accounts, or Groups 


7 Click OK. 


Select Users, Computers, Service Accounts, or Groups 


8 With Filr Proxyuser selected, under Permissions for Filr Proxyuser > Full Control, select Allow. 
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Permissions for Dev 


10 Click OK > OK > Close. 


11 Right-click the next folder (skipping Home_Folders), then repeat from Step 1 until all of the 
folders have been shared and secured. 


12 Continue with Changing the NTFS Permissions. 
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5.4.2 


Changing the NTFS Permissions 


Table 5-2 lists the Filr exercise folder names and the users to assign full NTFS permissions. 


Table 5-2 NTFS Permission Assignments 


Folder Name Users to Assign Full NTFS Permissions 
Filr Exercise Folders filrproxyuser 

Dev ared 

Is ablue 

Mrktg ayellow 

Sales ablack 


Adjust NTFS permissions to the Filr_Exercise_Folders folder by doing the following: 


1 In Windows Explorer, right-click Filr_Exercise_Folders and select Properties. 


2 Click the Security tab, then click Advanced. 
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(P ir txercise Folders Properties NE 
` General | Sharing [Securty] Previous Versions | Customize | 
Object name: C:\filr Exercise Folders 


Group or user names: 


& SYSTEM 
&2, Administrators (FILR-LAB\Administrators) 
&&, Users (FILR-LAB\Users) 


To change permissions, click Edit. Edi... | 


Permissions for CREATOR 
OWNER Allow Deny 


Full control 

Modify 

Read & execute 
List folder contents 
Read 

Write 


For special permissions or advanced settings, | Advanced | 
click Advanced. = 


Leam about access control and pemissions 


cot | Ax | 


3 Click Change Permissions. 


P. Advanced Security Settings for Filr Exercise Folders xj 


Pemissions | Auditing | Owner | Effective Permissions | 


To view details of a permission entry, double-click the entry. To modify permissions, click Change Permissions. 


Object name: C:\Filr Exercise Folders 


Permission entries: 
Full control This folder, subfolders and 
Allow PTEE (FILR-LAB\... Full control CA This folder, subfolders and... 
Allow Users (FILR-LAB\Users) Read & execute CA This folder, subfolders and... 
Allow Users (FILR-LAB\Users) Special CA This folder and subfolders 
Allow CREATOR OWNER Special CA Subfolders and files only 


Include inheritable permissions from this object's parent 


Managing permission entries 


= Lae 


4 Deselect Include inheritable permissions from this object’s parent, then click Add. 
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n Advanced Security Settings for Filr Exercise Folders 


Windows Security [xi 


Waming: If you proceed, inheritable parent permissions will no longer 
propagate to this object. 


- Click Add to convert and add inherited parent permissions as explicit 
Permission entries: permissions on this object. 


Permissions | 


To view or edit details for a per 


Object name: C:\Filr Exerc 


- Click Remove to remove inherited parent permissions from this object. 
SYSTEM 
Administrators (F: 
Users (FILR-LABY 
Users (FILR-LABY __ Remove | _ Cancel | 


CREATOR OWN 


- Click Cancel if you do not want to modify inheritance settings at this time. 


Include inheritable permissions from this object's parent 
I" Replace all child object permissions with inheritable permissions from this object 


Manaait ission entries 


P. Advanced Security Settings for Filr Exercise Folders E x| 
Permissions | 


To view or edit details for a permission entry, select the entry and then dick Edit. 


Object name: C:Filr Exercise Folders 


Full control <not inherited> This folder, subfolders a... 
Full control <not inherited > This folder, subfolders a... 
g <not inherited > This folder, subfolders a... 
) f <not inherited> This folder and subfolders 
CREATOR OWNER ji <not inherited > Subfolders and files only 


I" Include inheritable permissions from this object's parent 
I Replace all child object permissions with inheritable permissions from this object 


Managing permission entries 


6 Click Add. 
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nr Advanced Security Settings for Filr Exercise Folders 
Permissions | 
To view or edit details for a permission entry, select the entry and then dick Edit. 


Object name: C:\Filr Exercise Folders 


Permission entries: 

[Type [Name Permission | Inherited From | Apply To | 
Allow SYSTEM Full control <not inherited > This folder, subfolders a... 
Allow Administrators (FILR-LA... Full control <not inherited> This folder, subfolders a... 
Allow CREATOR OWNER Special <not inherited > Subfolders and files only 


=a ea 


I" Include inheritable permissions from this object's parent 
I" Replace all child object permissions with inheritable permissions from this object 


For mr 


7 Type filrproxyuser, then click Check Names. 


Select this object type: 

[User. Group, or Builtin security principal Object Types... | 
From this location: 

[iab local Locations... | 
Enter the object name to select (examples): 


8 Click OK. 
Select User, Computer, Service Account, or Group fi x! 
Select this object type: 
[User. Group, or Built-in security principal Object Types... | 
From this location: 
fiiriab local Locations... | 
Enter the object name to select (examples): 


Filr P. ser fil ser@filriab local 
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9 Allow full control, then click OK > OK > OK > OK. 


FÅ Permission Entry for Filr Exercise Folders 


Object | 


Apply to: [This folder, subfolders and files 7] 


Permissions: 
Full control 
Traverse folder / execute file 
List folder / read data 
Read attributes 
Read extended attributes 
Create files / write data 
Create folders / append data 
Write attributes 
Write extended attributes 
Delete subfolders and files 
Delete 


BEARER R ERRE 
oooo0000000/% 


ARE 
reac EEE 


E Pictures E Name - Date 
E videos 


BB FilrExercise-Folders 


jE computer J inetpub 7/24/2013 1: 
E%, Local Disk (C:) Ji Perflogs 7/13/2009 9: 
d Filr-Exercise-Fole Program Files 7/24/2013 1: 
Bh dev IJ} Program Files (x86) 7/24/2013 1: 
i Home Folders D Users 7/24/2013 1: 
Jis Ji windows 7/24/2013 1: 
= es a s a ae aneron a 
Filr-Exercise-Folders 
File folder 


11 Right-click the Dev folder listed in the right frame, then select Properties. 
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12 Click the Security tab, then click Edit. 


| Dev Properties 


13 Click Add. 
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Ii Permissions for Dev 


14 Referring to Table 5-2 on page 39, type the user (object name) to assign full permissions to the 
directory (ared is for Dev), then click Check Names. 


Select Users, Computers, Service Accounts, or Groups 


SSS {ered @fiiriab local) me FE 
FT ok | MH) 
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16 Allow full control, then click OK > OK. 


FE Permissions for Dev 


&2, CREATOR OWNER 

&& SYSTEM 

È Fir Proxyuser filtproxyuser@filrlab local) 
£2, Administrators (FILR-LAB\ Administrators) 


17 Right-click the next folder name listed in Table 5-2 on page 39, click Properties, then repeat from 
Step 12 on page 44 until full rights have been assigned as indicated in the table. 


When all of the folders have been assigned, continue with Chapter 6, “Deploying and 
Configuring the Filr Appliances,” on page 47. 
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Deploying and Configuring the Filr 
Appliances 


+ Section 6.1, “Small Deployment: Deploying and Configuring,” on page 47 
+ Section 6.2, “Large Deployment: Deploying and Configuring,” on page 52 


6.1 Small Deployment: Deploying and Configuring 


+ Section 6.1.1, “Deploying Filr,” on page 47 
+ Section 6.1.2, “Configuring the Filr Appliance,” on page 51 


6.1.1 Deploying Filr 


IMPORTANT: The instructions in this section assume that Filr is being deployed on a VMware 
server. 


If you are deploying Filr on Hyper-V, follow the instructions in “Hyper-V Configuration” in the 
Novell Filr 1.0.1 Installation and Configuration Guide to the point that you power on the appliance. Then 
resume these instructions at Step 5 on page 48. 


If you are deploying Filr on Xen, follow the instructions in “Xen Configuration” in the Novell Filr 1.0.1 
Installation and Configuration Guide to the point that you power on the appliance. Then resume these 
instructions at Step 5 on page 48. 


1 Ona workstation with the vSphere client installed, extract the Filr.x86_64-version.ovf.zip 
file that you downloaded in Chapter 3, “Downloading Filr Software,” on page 13 until you have 
a folder containing three files with .mf, .ovf, and .vmdk extensions. 


Name 


|_| Filr.x86_64-version.mf 
(@ Filrx86_64-version.ovt 
È Filr.x86_64-version-diskl.vmdk 


2 Using the vSphere client, attach to your VMware ESX server, then click File > Deploy OVF 
Template. 
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@ 192.168.1.50 - vSphere Client 


Edit View Inventory Admini 


New > 


Deploy OVF Template... 
Export 


3 Browse to and open the Filr .ovf file, then proceed through the various dialogs as you normally 
would until the virtual machine is deployed. 


(@ 3% Deploying Novell Filr 


Deploying Novell Filr 


Deploying disk 1 of 1 from C:\Filr 
VMs\Filr-0.0.459\Filrx86_64-0.0.459-disk 1.vmdk 


2 minutes and 39 seconds remaining 


4 Edit the virtual machine settings and add a 100 GB hard disk. 


Capacity - ; 
Otek Size io Fl 
— Disk Provisioning ————— 


I" Allocate and commit space on demand (Thin Provisioning) 
I” Support dustering features such as Fault Tolerance 


Location 


@ Store with the virtual machine 
© Specify a datastore: 


5 After the hard disk has been added, click Power on the virtual machine. 
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What is a Virtual Machine? 


A virtual machine is a software computer that, like a 
physical computer, runs an operating system and 
applications. An operating system installed on a virtual 
machine is called a guest operating system. 


Because every virtual machine is an isolated computing 
environment, you can use virtual machines as desktop or 
workstation environments, as testing environments, or to 


consolidate server applications. 


Virtual machines run on hosts. The same host can run 
many virtual machines. 


Basic Tasks 


> Power on the virtual machine 


æ Edit virtual machine settings 


6 After the appliance starts, accept the license agreement. 


©, Novell Filr Appliance Licens 3 


License Language 


manner prohibited by the United States Export Adm 
applicable export laws, restrictions or regulations. 


21. You have the rights expressly set forth in the Ag: 
other. All rights in and to the Font Software, inclu 
tights, are reserved under the copyright laws of 
and other jurisdictions. All tights reserved. N 
foregoing, to the extent that any law statute, 
governmental regulation shall be deemed by. 
risdiction to provide you with any additi 
m those provided herein and such righ’ 
aiveable as a matter of law a 
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7 Complete the initial configuration settings, substituting the IP address and other settings that 
you identified in Chapter 2, “Hands-on System Requirements,” on page 9 for the Filr appliance 
on your network. 


IMPORTANT: Ensure that the Time Zone settings match the settings of your Windows 
environment. 


For example, the following screen shows the IP addresses and the other information that was 
used for the Filr appliance that was deployed in a private network when this guide was 
developed. 


Root Password: Confirm Root Password: 
novellfilr novellfilr 


Vaadmin Password Confirm Vaadmin Password: 


novellfilr novellfilr 


Hostname (e.g. server.domain.com): 


filrfil-lab.local 


IP Address (e.g. 10.0.0.1): 


92.168.1.110 


Network Mask (e.g. 255.255.255.0): 


i 


55.255.255.0 


Ia 


ateway (e.g. 10.0.0.2): 


i 


92.168.1.1 


DNS Server (e.g. 10.0.0.3): Alternate DNS Server (e.g. 10.0.0.3): 


2.168.1.200 


= 
| 


=) KE 
E 
v 
Ww 
Ud 
2 
H 
F 
T 
a 
et. 
3 
o 
a 
o 
3 
w 
3 
n 
o 
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ime-a.nist.gov 


Region: Time Zone: 


] | Mountain (Denver) 


8 Proceed through the screens, accepting the defaults, until the configuration process completes. 


The system is ready for appliance configuration. 
To configure the appliance: 
1. At your management workstation, open a browser and enter one of the following URLs: 


https:7/filr.filr-lab. local :9443 
https ‘77192 .168.1.110:9443 


2. Log in as vaadmin with the password that you set. 


IMPORTANT: Do not use the terminal prompt before consulting the documentation. 
Appliance administration requires appliance-specific tools. 
Using standard tools can result in service disruption or failure. 


filr login: _ 


9 Continue with Configuring the Filr Appliance. 
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6.1.2 Configuring the Filr Appliance 


1 In your management browser, enter the following URL: https: //Filr-appliance-IP- 
address: 9443. 


2 Click through the security warnings and accept the certificate if needed. 


3 Log in with Username: vaadmin and the password you set in Step 7 on page 55. 


Usermame 


Jassword 


4 Click the Novell Appliance Configuration icon. 


®© 


B 


5 Ensure that Small Deployment is selected, then click Next. 


‘ Large Deployment 
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6 Specify and confirm NOv3llfi!r as the root password. 


UserName: root 
User Password: | NOv3iifilr 
Confirm Password: | NOv3iifi!r 


7 Click Finish. 


Default Locale: English (United States) 


8 Skip to Chapter 7, “Securing LDAP Communications between Filr and Active Directory,” on 
page 69. 


6.2 Large Deployment: Deploying and Configuring 


+ Section 6.2.1, “Deploying Filr,” on page 53 

+ Section 6.2.2, “Deploying Search,” on page 56 

+ Section 6.2.3, “Deploying MySQL,” on page 58 

+ Section 6.2.4, “Configuring the MySQL Appliance,” on page 60 
+ Section 6.2.5, “Configuring the Search Appliance,” on page 63 
+ Section 6.2.6, “Configuring the Filr Appliance,” on page 65 


IMPORTANT: The instructions in this section assume that the Filr appliances are being deployed on 
a VMware server. 


If you are deploying Filr on Hyper-V or Xen, refer to the instructions in “Installing the Filr Appliance 
and Configuring the Operating System” in the Novell Filr 1.0.1 Installation and Configuration Guide. In 
each case, after you reach the point where you accept the license agreement, you can return to the 
respective deploying sections in this guide and continue on from that point. 
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6.2.1 Deploying Filr 


1 Ona workstation with the vSphere client installed, extract the Filr.x86_64-version.ovf.zip 
file that you downloaded in Chapter 3, “Downloading Filr Software,” on page 13 until you have 
a folder containing three files with .mf, .ovf, and .vmdk extensions. 


Name 


|_| Filr.x86_64-version.mf 


@ Filr.x86_64-version.ovf 
& Filrx86_64-version-diskl.vmdk 


2 Using the vSphere client, attach to your VMware ESX server, then click File > Deploy OVF 
Template. 


@ 192.168.1.50 - vSphere Client 


Edit View Inventory Admini 
New > 


Deploy OVF Template... 


Export 


3 Browse to and open the Filr.x86 version.ovf.zip file, then proceed through the various 
dialogs as you normally would until the virtual machine is deployed. 


(@ 3% Deploying Novell Filr 


Deploying Novell Filr 


Deploying disk 1 of 1 from C:\Filr 
VMs\Filr-0.0.459\Filrx86_64-0.0.459-disk 1.vmdk 


E 


2 minutes and 39 seconds remaining 


4 Edit the virtual machine settings and add a 100 GB hard disk. 


Capacity 
Disk Size: [je + 
Disk Provisioning 


I" Allocate and commit space on demand (Thin Provisioning) 
|” Support dustering features such as Fault Tolerance 


Location 
(© Store with the virtual machine 
Specify a datastore: 
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TIP: When you deploy Filr in a production environment, you have a choice to make at this point. 
You can either add a second hard disk to the appliance or you can specify an NFS mount point 
for shared storage. 


Shared storage lets you provide a more robust and expandable environment by clustering 
multiple Filr appliances that all access the same storage area. For more information, see the 
information in the Novell Filr 1.0.1 Installation and Configuration Guide, starting with the table 
named “Filr Appliance Storage.” 


5 After the hard disk has been added, click Power on the virtual machine. 


Getting Started Sut p meet) ee ele-lel eee 


What is a Virtual Machine? 


A virtual machine is a software computer that, like a 
physical computer, runs an operating system and 
applications. An operating system installed on a virtual 
machine is called a guest operating system. 


Because every virtual machine is an isolated computing 
environment, you can use virtual machines as desktop or 
workstation environments, as testing environments, or to 
consolidate server applications. 


Virtual machines run on hosts. The same host can run 
many virtual machines. 


Basic Tasks 


> Power on the virtual machine 


fø Edit virtual machine settings 


6 After the appliance starts, accept the license agreement. 


Filr 1.0.1 Hands-on Guide for Windows 


manner prohibited by the United States Export Adi 
applicable export laws, restrictions or regulations. 


21. You have the rights expressly set forth in the Agi 
other. All tights in and to the Font Software, inclu 
tights, are reserved under the copyright laws of the | 
and other jurisdictions. All tights reserved. No’ 
foregoing, to the extent that any law statute, tre: 
governmental regulation shall be deemed by ; 
jurisdiction to provide you with any additior 

those provided herein and such r 

liveable as a matter o 


Complete the initial configuration settings, substituting the IP address and other settings that 
you identified in Chapter 2, “Hands-on System Requirements,” on page 9 for the Filr appliance 
on your network. 


IMPORTANT: Ensure that the Time Zone settings match the settings of your Windows 
environment. 


For example, the following screen shows the IP addresses and the other information that was 
used for the Filr appliance that was deployed in a private network when this guide was 
developed. 
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Root Password: Confirm Root Password: 


novellfilr novellfilr 
Vaadmin Password Confirm Vaadmin Password: 
novellfilr novellfilr 


Hostname (e.g. server. domain.com): 


filrfilr-lab.loca 


IP Address (e.g. 10.0.0.1): 


92.168.1.110 


Network Mask (e.g. 255.255.255.0): 


i 


55.255.255.0 


o 
w 
= 
w 
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w 
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o 
[=] 
Sy 


92.168.1.1 


i | 


DNS Server (e.g. 10.0.0.3): Alternate DNS Server (e.g. 10.0.0.3): 


92.168.1.200 


: 


NTP Servers (e.g. time.domain.com): 


i 


ime-a.nist.gov 


Region: Time Zone: 


| | Mountain (Denver) X 


8 Proceed through the screens, accepting the defaults, until the configuration process completes. 


The system is ready for appliance configuration. 
To configure the appliance: 
1. At your management workstation, open a browser and enter one of the following URLs: 


https:-/filr.f ilr-lab. local :9443 
https :77192.168.1.110:9443 


. Log in as vaadmin with the password that you set. 


IMPORTANT: Do not use the terminal prompt before consulting the documentation. 
Appliance administration requires appliance-specific tools. 
Using standard tools can result in service disruption or failure. 


filr login: _ 


9 Continue with Deploying Search. 


6.2.2 Deploying Search 


1 On the VMware workstation host machine, extract the Filrsearch.x86_64-version.ovf.zip 
file that you downloaded in Downloading Filr Software until you have a folder containing three 
files with .mf, .ovf, and .vmdk extensions. 


Name © 


Filrsearch.x86_64-version.mf 
B Filrsearch.x86_64-version.ovf 
S Filrsearch.x86_64-version-diskl.vmdk 
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2 Proceed as you did with Filr by deploying the Filrsearch OVF template file, and so on until the 
virtual machine is deployed. 


| @ 38% Deploying Filrsearch 


Deploying Filrsearch x86_64-0.0.296 


Deploying disk 1 of 1 from C:\Filr 
VMs\Filrsearch-0.0.296\Filrsearch x86_64-0.0.296-disk 1.vmdk 


is] a balls ape 


53 seconds remaining 


A 


3 Edit the virtual machine settings and add a 25 GB disk. 


Capacity 
Disk Size: GB v 
Disk Provisioning 


[ Allocate and commit space on demand (Thin Provisioning) 
I" Support dustering features such as Fault Tolerance 


Location 
(* Store with the virtual machine 
( Specify a datastore: 


Bone.. | 
ms e | ==] 


4 After the hard disk has been added, power on the virtual machine. 


5 When the license agreement appears, read and accept it, then complete the initial configuration 
settings, as shown below. Substitute the IP address and other settings that you identified in 
Chapter 2, ”Hands-on System Requirements,” on page 9 for the Filrsearch appliance on your 
network. 


IMPORTANT: Ensure that the Time Zone settings match the settings of the Windows 
environment. 


For example, the following screen shows the IP addresses and the other information that was 
used for the Filrsearch appliance that was deployed in a private network when this guide was 
developed. 
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Root Password: Confirm Root Password: 


novellfilr 
Vaadmin Password: Confirm Vaadmin Password: 
novellfilr 


Hostname (e.g. server.domain.com): 


filrsearch.filr-lab. local 
IP Address (e.g. 10.0.0.1): 


192.168.1.111 


Network Mask (e.g. 255.255.255.0): 


255.255.255.0 


Gateway (e.g. 10.0.0.2): 


| 192.168.1.1 


DNS Server (e.g. 10.0.0.3): Alternate DNS Server (e.g. 10.0.0.3): 
| 192.168.1.200 | 


NTP Server/s (e.g. time.domain.com): 


| time-a.nist.gov 


Region: Time Zone: 


| USA X ] | Mountain (Denver) = 


6 Proceed through the screens, accepting the defaults, until the configuration process completes. 


The system is ready for appliance configuration. 
To configure the appliance: 
1. At your management workstation, open a browser and enter one of the following URLs: 


https://filrsearch.filr-lab. local :9443 
https: 77192 .168.1.111:9443 


. Log in as vaadmin with the password that you set. 


IMPORTANT: Do not use the terminal prompt before consulting the documentation. 
Appliance administration requires appliance-specific tools. 
Using standard tools can result in service disruption or failure. 


filrsearch login: 


7 Continue with Deploying MySQL. 


6.2.3 Deploying MySQL 


1 On the VMware workstation host machine, extract the MySQL.x86_64-version.ovf.zip file 
that you downloaded in Downloading Filr Software until you have a folder containing three 
files with .mf, .ovf, and .vmdk extensions. 


Name 


MySQL.x86_64-version.mf 


E MySQL.x86_64-version.ovf 
È MySQL.x86_64-version-diskl.vmdk 
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2 Proceed as you did with Filr and Filrsearch by deploying the MySQL OVF template file, and so 
on until the virtual machine is deployed. 


[ @ 54% Deploying MySQL Lo|=| x% 
Deploying MySQL 


Deploying disk 1 of 1 from C:\Filr 
VMs\MySQL-0.0.188\MySQLx86_64-0.0.188-disk 1.vmdk 


37 seconds remaining 


3 Edit the virtual machine settings and add a 100 GB disk. 
m Capacity 
Disk Size: [ca >| 
Disk Provisioning 
[Allocate and commit space on demand (Thin Provisioning) 


| Support dustering features such as Fault Tolerance 


Location 


(* Store with the virtual machine 


© Specify a datastore: 


| Eosen | 


4 After the hard disk has been added, power on the virtual machine. 


5 When the license appears, read and accept it, then complete the initial configuration settings as 
shown below. Substitute the IP address and other network settings that you identified in 
Chapter 2, “Hands-on System Requirements,” on page 9 for the MySQL appliance. 


IMPORTANT: Ensure that the Time Zone settings match the settings of the Windows server. 
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Root Password: Confirm Root Password: 


novellfilr novellfilr 
Vaadmin Password: Confirm Vaadmin Password: 
novellfilr novellfilr 


Hostname (e.g. server.domain.com): 


mysq|.filr-lab.local 


IP Address (e.g. 10.0.0.1): 


192.168.1.112 


Network Mask (e.g. 255.255.255.0): 


255.255.255.0 


Gateway (e.g. 10.0.0.2): 


192.168.1.1 


DNS Server (e.g. 10.0.0.3): Alternate DNS Server (e.g. 10.0.0.3): 


192.168.1.200 | | 


NIP Server/s (e.g. time.domain.com): 


time-a.nist.gov 


Region: Time Zone: 


[usa X | | Mountain (Denver) v 


6 Proceed through the screens, accepting the defaults, until the configuration process completes. 
The system is ready for appliance configuration. 


To configure the appliance: 
1. At your management workstation, open a browser and enter one of the following URLs: 


https :7/mysq1.filr-lab. local :9443 
https :77192 .168.1.112:9443 


. Log in as vaadmin with the password that you set. 
IMPORTANT: Do not use the terminal prompt before consulting the documentation. 


Appliance administration requires appliance-specific tools. 
Using standard tools can result in service disruption or failure. 


mysql login: 


7 Continue with Configuring the MySQL Appliance. 


6.2.4 Configuring the MySQL Appliance 


1 Launch your management browser on the management workstation and enter the following 
URL: https: //MySQL-appliance-ip-address: 9443. 


2 Click through the security warnings and accept the certificate if needed. 


3 Log in with Username: vaadmin and the password you set for the vaadmin user in Step 5 on 
page 59. 
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[i 


Novell: 


Password 


4 Click the phpMyAdmin icon. 


phpMyAdmin 


5 Type Username root and Password root, then click Go. 


Login © 
Username: 
Password: 


6 Click Users. 


Ei localhost 


j Databases [} SQL (Ñ Status fel Ex 


7 Create a database user for the Filr appliance by doing the following: 
7a Click Add User. 
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Field Name 
User name 
Host 
Password 


Re-type 


7b Type the required information in the fields indicated. 


Value to Type 
filr 


ip address of Filr appliance 


password 


password 


7c Select Create database with same name and grant all privileges, then click Add User. 


Add user 


Login Information 


User name: | Use text field: 


Host: | Use text field: 


Password: | Use text field: 


Re-type: 
Generate 
password: 


Database for user 


) None 


= 


=. ip address of Filr appliance © 


password 


password 


@ Create database with same name and grant all privileges 


) Grant all privileges on wildcard name (username\_%) 
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8 Secure the MySQL appliance by changing the root user password. 


8a In the Users Overview section, select root, then click Edit Privileges. 


Users overview 


8b Scroll down to the Change password section, type a new password in both Password fields, 


filr 


Host 

% 

localhost 
mysql 
192.168.1.110 
localhost 

% 

127.0.0.1 


localhost 


mysql 


then click Go. 


Password Global privileges © 


No 


USAGE 


USAGE 


USAGE 


USAGE 


ALL PRIVILEGES 


ALL PRIVILEGES 


ALL PRIVILEGES 


ALL PRIVILEGES 


ALL PRIVILEGES 


Grant 
No 

No 

No 

No 

No 
Yes 
Yes 
Yes 
Yes 


Action 

& Edit Privileges |. Export 
& Edit Privileges fæ, Export 
& Edit Privileges |. Export 
& Edit Privileges [gel Export 
& Edit Privileges |. Export 
p EE Peg] a Exon 
& Edit Privileges |. Export 
& Edit Privileges fæ Export 
& Edit Privileges |. Export 


Change password 


) No Password 


@ Password: 


Password Hashing: 


password 


Re-type: 


© MySQL 4.1+ 
© MySQL 4.0 compatible 


Generate password 


9 Continue with Configuring the Search Appliance. 


6.2.5 Configuring the Search Appliance 


password 


1 In your management browser, enter the following URL: https: //Filrsearch-appliance-ip- 
address: 9443. 


2 Click through the security warnings and accept the certificate if needed. 


3 Log in with Username: vaadmin and the password you set for the vaadmin user in Step 6 on 


page 58. 
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Username 


Pa ord 


4 Click the Filr Search Appliance Configuration icon. 


5 Click Next. 


Filr Search Configuration Wizard x 
Is this a new appliance, or are you upgrading from an existing one? 


G New 


6 Type and confirm a Password for the search service, then click Finish. 
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Filr Search Configuration Wizard 
Supply a password for the default lucene service user: 


Password: 
Re-type Password: 


7 Click Submit. 


8 When the password is updated, continue with Configuring the Filr Appliance. 


6.2.6 Configuring the Filr Appliance 


1 In your management browser, enter the following URL: https: //Filr-appliance-IP- 
address: 9443. 


2 Click through the security warnings and accept the certificate if needed. 


3 Log in with Username: vaadmin and the password you set in Step 7 on page 55. 


i 


Novell: 


Us me 


z 


d 


4 Click the Novell Appliance Configuration icon. 


®© 
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5 Ensure that Large Deployment is selected, then click Next. 
Filr Configuration Wizard 
Pick an option 


© Small Deployment 


Set up an evaluation environment or small network infrastructure 
The Lucene search service and MySQL database will be installed on this Filr virtual 
appliance 


[@JLarge Deployment 


Set up a scalable infrastructure 
The Lucene search server and MySQL database will run separately. 


The Filr Appliance is not configured with "Shared Storage” which is required for 
clustering of Filr. If you wish for this appliance to be part of a cluster you must 
redeploy and create “Shared Storage” in the initial install. 


6 Type the IP address of the MySQL appliance in the Host Name field, and the User Password that 
you specified in Step 7b on page 62, then click Next. 


Database 


Specify the access information (how to connect) for the MySQL database 


Database Type: MySQL 
HostName: |MySQL-appliance-ip-address 


Pot 33068 


Database Name: filr 


UserName: filr 


User Password: |password 


The MySQL database can be 

- The integrated database running in the Filr virtual appliance (localhost) 

- The MySQL virtual appliance that is included with Filr, running separately. 

- A MySQL database server running in a virtual or physical machine on your network. 


D&D 


7 Type the IP address of the Filrsearch appliance in the Host Name field, and the Lucene User 
Password that you specified in Step 6 on page 64, then click Next. 
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Search Appliance 


Specify the access information for the Search Appliance Server. 


HostName: |Filrsearch-appliance-ip-address 
RMI Port: 1199 £3 (Default is 1199) 


Lucene UserName: lucene service 


Lucene User Password: [password | 


The Lucene search server can be 
- The integrated search server in the Filr virtual appliance (local) 
-The Lucene virtual appliance that is included with Filr, running separately 


8 Click Finish. 
‘Default Locale 


Select the primary language of the Filr server. 


Default Locale: English (United States) 


You now have a basic large deployment Filr infrastructure. 


Continue with Chapter 7, “Securing LDAP Communications between Filr and Active Directory,” on 
page 69. 
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Securing LDAP Communications 
between Filr and Active Directory 


1 Generate a self-signed certificate for Active Directory. 


1a On the Windows server, click Start > Run, then enter mmc. 


TE = — xl! 


Type the name of a program, folder, document, or Internet 
resource, and Windows will open it for you. 


Open: [imme] | 


FJ This task will be created with administrative privileges. 


coms | som. | 


1b In MMC, type Ctrl+M. 


1c If the Internet Information Services (IIS) Manager snap-in is not installed on your Windows 
server, install it. 


1d With IIS selected, click Add, then click OK. 


Add or Remove Snap-ins x| 


You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For 
extensible snap-ins, you can configure which extensions are enabled. 


Available snap-ins: Selected snap-ins: 
Snap-in Vendor E Console Root Edit Extensions... | 
Folder Microsoft Cor... ÉP Internet Information Services ( 
|X Group Policy Manag... Microsoft Cor... 
L5] Group Policy Manag... Microsoft Cor... 
[E] Group Policy Object ... Microsoft Cor... 
= i … Microsoft Cor... 
.. | Microsoft Cor... 
$ IP Security Monitor Microsoft Cor... 
a IP Security Policy Ma... Microsoft Cor... 
Remote Desktop Ser... Microsoft Cor... 
Fa Remote Desktop Ses... Microsoft Cor... xl 5 >| Advanced. 


Remove 


Move Up 


Move Down 


le In the left frame, click Internet Information Services, then click a Windows server that Filr can 
connect to for synchronizing the test users that you created in Chapter 4, “Creating Test 
Users,” on page 17. 


Securing LDAP Communications between Filr and Active Directory 69 


70 


1g In the Actions list, click Create Self-Signed Certificate. 


Import... 
Create Certificate Request... 
Complete Certificate Request... 


Create Domain Certificate... 


Create Self-Signed Certificate... 


1h Name the certificate with a name you can remember, such as the server name, then click 
OK. 


Create Self-Signed Certificate 2| x] 


= || Specify Friendly Name 


ee ee ee This information can be sent to a certificate authority 
signing: 


Specify a friendly name for the certificate: 


Coa |] oe | 


1i Type Ctrl+M, select the Certificates plug-in, then click Add. 
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1j Select Computer account, then click Next. 


Certificates snap-in 


1k Click Finish. 


Select Computer 


Browser 


1l In the Snap-ins dialog, click OK. 


1m In MMC, expand the Certificates plug-in, expand Personal, then click Certificates. 
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F= Console - [Console Root \Certificates (Local Computer) \Personal\Cert... | 


Certificates 


i 
i 
i 
‘| 
il 


= Console1 - [Console Root \Certificates (Local Computer) PERSERNE |=] [E4 


1p Ensure that No, do not export the private key is selected, then click Next. 
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Certificate Export Wizard x| 


Export Private Key 
You can choose to export the private key with the certificate. 


Private keys are password protected. If you want to export the private key with the 
certificate, you must type a password on a later page. 


Do you want to export the private key with the certificate? 
© Yes, export the private key 


@ No, do not export the private key 


| Certificate Export Wizard xj 


Export File Format 
Certificates can be exported in a variety of file formats. 


Select the format you want to use: 
 Base-64 encoded X. 509 (.CER) 
© Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7B) 


P Include all certificates in the certification path if possible 


< Back Next > Cancel | 


1r Name the certificate, then click Next. 


Certificate Export Wizard 


File to Export 
Specify the name of the file you want to export 


File name: 
[pensee rma | 
cm Tee] cm | 


1s Click Finish > OK. 


Securing LDAP Communications between Filr and Active Directory 


73 


74 


Certificate Export Wizard xi 


Completing the Certificate Export 
Wizard 


A | You have successfully completed the Certificate Export 
wizard. 


You have specified the following settings: 


Export Keys No 
Indude all certificates in the certification path No 
File Format DER En 


The certificate is saved in C: \Users\ Your-User-Name. 


1t Ensure that the certificate is accessible from your management browser. 

2 Using your management browser, import the certificate into the Filr appliance’s Java Keystore: 
2a In the upper-right corner of the Filr Console, click the Home link. 
2b Click the Appliance System Configuration icon. 


“ 


_— 


2c Click the Digital Certificates icon. 


LA 


DIGITAL CERTIFICATES 


2d Click File > Import > Trusted Certificate. 
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Certificates in the Selected Key Store 


Key Store: JVM Certificates vY Manages cert 


[File ”] Edit» view Info Reload 
New Certificate (Key Pair) 


Key Pair 


l 1.29 GB 


hs-2007-41-a-1280_wallpaper.jpg 
= JPEG image 
689 KB 


TortoiseSVN-1.7.12.24070-x64-svn- 
1.7.9.msi 
Windows Installer Package 

$ Win2008Key.tt 


Text Document 
29 bytes 


windows-dc-cert.cer 
| Security Certificate 
Cug 762 bytes 


jame: windows-dc-cert.cer X [an Files (*.*) 


2f Click OK. 
Import Trusted Certificate x 
Certificate File: windows-dc-cert.cer | Browse... | 
Alias: windows-dc-cert 


=e 


2g Click Close. 


2h Click Reboot > OK > OK. 
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As soon as the Filr appliance restarts, both the Windows server and Filr are prepared for the exercises 
in Chapter 8, “Administering Filr,” on page 77. 
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8.1 


Administering Filr 


The Filr administration exercises are summarized in the following graphic. 


Windows Server Filr 
Virtual Machine Q Virtual Appliance 


Q Sychronize AD Users —— —_¥ AD Users — y Filr Users ——> 
@-set Up Personal Storage — =m Home Folders == z My Files =—p ir d, 


= Share Name =— HI NetFolder =» 


@- Set Up Net Folders —=—=—= 


©- Set Up Sharing =——— GB) ) Shared with Me — @ Shared by Me => 


NOTE: If you want the ability to repeat the exercises that follow, consider taking a snapshot of the 
Filr VMs before you begin. That way you can always restore the VMs to their original states without 
risking ripple effects from previous steps. 


This section guides you through the following tasks: 


+ Section 8.1, “Synchronizing LDAP Users,” on page 77 

+ Section 8.2, “Setting Up Users’ My Files Folders,” on page 83 

+ Section 8.3, “Setting Up Net Folders,” on page 84 

+ Section 8.4, “Enabling Sharing,” on page 93 

¢ Section 8.5, “Setting Guest Access,” on page 94 

+ Section 8.6, “Allowing the Desktop Application to Be Deployed,” on page 95 

+ Section 8.7, “(Optional) Setting Up Email Communication with the Filr VM,” on page 96 


Synchronizing LDAP Users 


In Section 4, “Creating Test Users,” on page 17, you populated Active Directory with the users shown 
in Figure 8-1 on page 78. 
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Figure 8-1 Users Created for the Filr Exercises 


testusers 
D ŞC] ‘ip tio 


2, A Black 


2, A Blue User 
2, A Gray User 
2, A Green User 
2, A Orange User 
2, APink User 
2, ARed User 
2, A Yellow User 


2 Filr Proxyuser User 


Importing users to Filr is accomplished by setting up LDAP synchronization with Active Directory. 
1 Using your administrative browser, access Filr through the following URL: 


https://Filr-appliance-IP-address: 8443 
2 If prompted, accept and trust the certificate. 


3 Sign in as User ID: admin with Password: admin. 


Sign in using OpenID 


UserID: | [admin] 
Password 


You are currently using the default password. For security 
reasons, you should change your password. 


Current password: 


New password: 
Nov3ilfilr 


Confirm new password: 
Novsilfitr 


5 Click admin (upper right), then select Administration Console. 
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admin 


2% Administration Console 


View Profile 


Personal Preferences 


Help 


Sign out 


6 Under System, click LDAP. 


7 Click Add a New LDAP Source 


Configure LDAP Synchronization 


Add a New LDAP Source 


8 Click OK. 


This action is intended to add an LDAP directory as a source for synchronizing user information into 
Filr. 


This new LDAP source should not be used as a failover support for an LDAP directory you have 
already specified. 


9 Enter the LDAP source information. 
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Field Name Value to Enter 


LDAP Server URL ldaps: //windows-server-IP-address 


User DN IMPORTANT: This is the distinguished name of an Active Directory user 
who has sufficient rights to access the information for the test users that 
you created in Chapter 4, “Creating Test Users,” on page 17. For example, 
it could be the user name that you used for that task. 


TIP: If you aren't certain of the syntax, open a terminal prompt on the 
server and enter the dsquery user command. 


For example, the DN for the Administrator user account used to create the 
test users when developing this guide is: 
cn=Administrator, cn=users, dc=filr-lab,dc=local. 


Password The password of the user above. 


For example, the password of the Administrator user on the server used 
for this guide is NOv311fi!lr. 


LDAP Unique Identifier objectGUID 


LDAP Attribute for Filr sAMAccountName 


| Configure LDAP Synchronization 


Add a New LDAP Source 


Idaps://192.168.1.200 


Configuration for: Idaps://192.168.1.200 @ ESDS ETTEREN 
The LDAP server URL format is Idap://host:port For example: Idap://localhost:389 


LDAP server URL |Idaps://192.168.1.200 


User DN cn=Administrator,cn=Users,dc=filr-lab,dc=local 


Password Novslifitr 


For eDirectory, use GUID. For Active Directory, use objectGUID 


LDAP attribute that uniquely identifies a user or group: jobjectGUID 


Users 


LDAP attribute used for Filr name: |sAMAccountName 


10 Skip to the Base DN field, then type the DN of the testusers container on your server. 


For example, ou=testusers,dc=filr-lab,dc=local. 


Base DN |Jou=testusers,dc=filr-lab,dc=local 


This is the location of the users that you created in Active Directory (Figure 8-1 on page 78). As 
with Step 9, if you aren't certain of the syntax, use the dsquery user command. 


11 Select the following options: 
+ Enable Schedule 


+ Run Immediately 
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+ Every Day 
+ Repeat Every 0.25 Hours 


Enable schedule 
Run immediately 
V Schedule 
Every Day 
© Weekly (on selected days) 


fe F m E F] a F 


Sun Mon Tue Wed Thu Fri Sat 


© AtTime 12 [æ]: 15 [x]. GMT 


Repeat Every 0.25 [iz] Hours 


12 Select the following options for user synchronization: 
+ Synchronize User Profiles 
¢ Register LDAP User Profiles Automatically 


Users 


Synchronize user profiles 


Register LDAP user profiles automatically 


"| Delete users that are notin LDAP 


L| When deleting users, delete associated user workspaces and content 


13 Click Apply. 


All of the users in the testusers container are added. 


LDAP Synchronization Results 
Status: Completed 


Added Users: 9 
agreen (cn=a green,ou=testusers,dc=filr-lab ,dc=local) 
agray (cn=a gray,ou=testusers,dc=filr-lab,dc=local) 
ablack (cn=a black,ou=testusers,dc=filr-lab ,dc=local) 
ayellow (cn=a yellow,ou=testusers,dc=filr-lab,dc=local) 
ared (cn=a red,ou=testusers,dc=filr-lab,dc=local) 
ablue (cn=a blue,ou=testusers,dc=filr-lab ,dc=local) 
apink (cn=a pink,ou=testusers,dc=filr-lab,dc=local) 


aorange (cn=a orange,ou=testusers,dc=filr-lab,dc=local) 


14 Click Close. 


filrproxyuser (cn=filr proxyuser,ou=testusers,dc=filr-lab,dc=local) 


m 
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Close 


15 Remove the filrproxyuser by doing the following: 


15a In the left frame, click User Accounts. 


> Æ Management 
File Upload Limits 
Groups 
Just-In-Time Sync 


15b Select Filr Proxyuser. 


= Full Name 


A Gray 


A Green 


A Orange 


A Pink 


A Red 


A Yellow 


Email Posting Agent 


File Sync Agent 


Filr Proxyuser 


Guest 


15c Click More, then select Purge Users and their Workspaces. 
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Disable User 
Enable User 


Disable Personal Storage 


Enable Personal Storage 


Use Global Personal Storage Setting 


Delete User Workspaces 
Purge User Workspaces 


Purge Users and their Workspaces 


Workspace Share Rights 


Desktop Application Settings 


Mobile Application Settings 


15d Click Yes. 


| 
| Are you sure you want to delete and immediately purge the 
| selected users and their workspaces? (Warning: This action 


cannot be undone.) 


| 


16 Continue with Section 8.2, “Setting Up Users’ My Files Folders,” on page 83. 


For complete instructions on using Filr LDAP synchronization, see “Synchronizing Users and 
Groups from an LDAP Directory,” in the Novell Filr 1.0.1 Administration Guide. 


8.2 Setting Up Users’ My Files Folders 


1 Under Management > User Accounts, select the check boxes next to the names of the following 
users: 


A Black 


+ A Green 


+ 


+ A Orange 
A Pink 


+ 
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{| += full Name Type 
E] A Black Ta 
m A Blue - p 
E| admin - [2] 
A Gray v pa 
Få A Green ~- a 
A Orange > 
A Pink ~ A 


2 Click More > Enable Personal Storage. 


Disable User 
Enable User 


Disable Personal Storage 


Enable Personal Storage 


Use Global Personal Storage Setting 


3 Continue with Setting Up Net Folders. 


8.3 Setting Up Net Folders 


+ Section 8.3.1, “Specifying Net Folder Servers,” on page 84 


+ Section 8.3.2, “Creating Net Folders and Setting Net Folder Access and Sharing Rights,” on 
page 89 


8.3.1 Specifying Net Folder Servers 


Net Folder Servers are connections to shares on Windows file servers. You can set up as many 
connections to each file server as needed. For the hands-on lab, you create one Net Folder Server for 
each Share defined in “Setting Up the Other Hands-on Exercise Folders and Files” on page 34. 


Configuring the Home_Folders Net Folder Server 


1 Under Management, click Net Folder Servers. 
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(iJ 
~P Management 
File Upload Limits 

Groups 
Just-In-Time Sync 
License 

Manage Shares 
Net Folders 


Net Folder Servers 


Personal Storage 


Personal Storage Quotas 
Search Index 
User Accounts 


2 Four of the users that you synchronized with the Windows server have Home directories on the 
server. Therefore, the Net Folder Server for the Home_Folder$ share on your Windows server 
(for example, Windows-DC-Home_Folders$), is already created and listed. 


IMPORTANT: Although Home folders are technically like other Net Folders in Filr, their 
primary role is personal storage. Therefore, they are accessed through My Files rather than 
through Net Folders. 


The Home Net Folder Server is marked with an icon that indicates that its configuration needs 
attention. 


In the Name column, click the Home_Folders$ server link. 


Name Server Path 


& Windows-Dc-Home_Folders$ \Windows-DC\Home_Folders$ 


One valuable Filr feature is the ability to share files and folders with others who do not have 
native file system rights. 


This sharing functionality is provided through Net Folder proxy users. However, the “Home” 
Net Folder Server has no Net Folder proxy user configured. That is why the yellow icon is 
displayed. 


You granted the Net Folder proxy user (filrproxyuser) full control of the Home_Folders$ share 
in Step 2 on page 18. You simply need to make Filr aware of that assignment. 


4a In the Proxy Name field, type the DN of the filrproxyuser. 
For example, in the guide’s development environment, this is 
cn=filrproxyuser,cn=testusers,dc=filr-lab, dc=local 

4b In the Proxy Password field, type the password specified for the filrproxyuser: 


For example, Nov311fi!r 
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4c Click Test Connection. 


È Edit Net Folder Server: Windows-DC-Home Folders$ 


Name: Windows-DC-Home_Folders$ 


The server path must be entered using UNC syntax. For example: 
For OES, use \\server ip address\volume 
For Windows, use \\server ip address\share 


Server path: | \\Windows-DC\Home_Folders$ | 


=filr-lab,dc=local 


Proxy name: | cn=filrproxyuser,cn=users,dc 
Proxy password: | NOv3llfilr 
Test Connection 


5 When you click Test Connection, you should see a message that the test succeeded. 
Click OK. 


Test succeeded 


6 Click OK> OK. 


The warning icon is removed. 


Name Server Path 


Windows-DC-Home Folders$ \Windows-DC\Home_Folders$ 


Configuring the Other Net Folder Servers 


1 To add Net Folder Servers for the other shares on the Windows server, click Add. 


Delete 


Name Server Path 


Windows-DC-Home_Folders$ \Windows-DC\Home_Folders$ 


2 Use the information in Table 8-1 as you add a Net Folder server for each share. 
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Table 8-1 Net Folder Servers to Add 


Share Field Text 
Dev Name Development 
Server Path \\windows-server-IP-address\Dev 
Proxy Name filrproxyuser DN 
For example: cn=filrproxyuser,ou=testusers,dc=filr- 
lab,dc=local 
filrproxyuser Password For example: NOv3llfi!r 
IS Name IS 
Server Path \\windows-server-IP-address\|IS 
Proxy Name filrproxyuser DN 
For example: cn=filrproxyuser,ou=testusers,dc=filr- 
lab,dc=local 
Proxy Password For example: NOvs3llfi!r 
Mrktg Name Marketing 
Server Path \\windows-server-IP-address\Mrktg 
Proxy Name filrproxyuser DN 
For example: cn=filrproxyuser,ou=testusers,dc=filr- 
lab,dc=local 
Proxy Password For example: NOvs3llfi!r 
Sales Name Sales 


Server Path 


\\windows-server-IP-address\Sales 


Proxy Name 


filrproxyuser DN 


For example: cn=filrproxyuser,ou=testusers,dc=filr- 
lab,dc=local 


Proxy Password 


For example: NOvs3llfi!r 


2a Type the information for each share in the fields indicated, beginning with Dev. Then click 
Test Connection to verify that the information is typed correctly. 
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| New Net Folder Server ? 
Name: | Development | 


The server path must be entered using UNC syntax. For example: 
For OES, use \\server ip address\volume 
For Windows, use \\server ip address\share 


Server path: | \\windows-server-name\Dev | 


Proxy name: | filrproxyuser DN | 
Proxy password: | filrproxyuser password | 


Test Connection 


Notice that the Net Folder Server names do not necessarily need to mirror the server and 


share names. 
2b Click OK. 


Test succeeded 


2c Under Synchronization Schedule, select 


+ Enable Scheduled Synchronization 


+ Every Day 
+ Repeat every 0.25 hours 
Then click OK. 
Synchronization Schedule 
[Enable scheduled synchronization 
Every day 
© On selected days 


AH AS FH FH as wa a 


Sun Mon Tue Wed Thu Fri Sat 


Ø At 0 v: 00 » GMT 
[@]Repeat every 0.25 ~ hours 


Cancel 


2d Repeat from Step 2 to create Net Folder Servers for the IS, Marketing, and Sales shares. 


3 Click Sync. 
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Add Delete 


Name 

W] Development 

v) IS 

7) Marketing 

v| Sales 
Windows-DC-Home_Folders$ 


When the sync operation completes, Filr has metadata for each Net Folder Server in its database. 


4 Continue with Creating Net Folders and Setting Net Folder Access and Sharing Rights. 


8.3.2 Creating Net Folders and Setting Net Folder Access and Sharing 
Rights 


Net Folders are connections to specific directories on Net Folder Servers. You can set up as many Net 
Folders as needed. You can also specify a separate and independent synchronization schedule for 
each Net Folder. 


1 Under Management, click Net Folders. 


7 2 Management 


File Upload Limits 
Groups 
Just-In-Time Sync 
License 

Manage Shares 
Net Folder Servers 
Personal Storage 


Personal Storage Quotas 
Search Index 
User Accounts 


2 Use the information in Table 8-2 as you create the Net Folders needed for the hands-on exercises. 
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Table 8-2 Net Folder Configuration Information 


Users with Rights 


Name Server Relative Path to Net Folder 


Sharing Rights 


reviews Development == personnel\reviews ared Allow Access 
Internal 


comp planning Development == personnel\salaries ared Allow Access 


projects Development projects ared Allow Access 
Internal 


External 


training IS training\quick_starts ablue Allow Access 
Internal 
Re-share 

cool stuff Marketing advertising\brochures ayellow Allow Access 
Internal 
External 
Public 


Re-share 


projections Sales revenue\projections ablack Allow Access 


Internal 


2013 tracking Sales revenue\quotas ablack Allow Access 


Internal 


2a Click Add. 


Add Delete Sync 


Name Server Name 


No Net Folders were found. Press ‘Add’ to create one. 


Although the Home_Folders$ share is Net Folder Server and four users have Home folders, 
there are no Net Folders displayed. 


Home folders are displayed and managed under My Files rather than Net Folders. 


2b Referring to Table 8-2, in the New Net Folder dialog type a name (starting with reviews). 
Select the appropriate Net Folder Server, type the relative path for the Net Folder, then click 
Test Connection to verify that the information is entered correctly. 
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New Net Folder 


Configuration | Rights | Synchronization Schedule Data Synchronization 


Name: [reviews | | 
Net Folder Server: Development |r| ‘New Net Folder Server 
Relative path: _[personnel\reviews] 


eet Connection 


2c Click OK. 


Test succeeded 


2d Click Index the Contents of This Net Folder and Enable Just-in-Time Synchronization. 


[E] index the contents of this Net Folder. 


Enable Just-in-Time synchronization 
Maximum age for Just-in-Time results: 30 | Seconds 


Maximum age for ACL Just-in-Time results: 60 Seconds 


Although content indexing carries significant processing overhead and should, therefore, 
probably not be applied to all Net Folders, the content used in these exercises is so small 
that the overhead involved with indexing is miniscule. 


2e Click the Rights tab. 


In the User or Group field, begin typing the user listed in the table, then select the correct 
user. 


| New Net Folder ? 


Configuration Rights Synchronization Schedule Data Synchronization 


Add users/groups and define the rights they have to files in this Net Folder. 


User or Group: [a | 
isen A Red (ared) 


No one has be 
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2f In the Grant Rights dialog, set the sharing rights as listed for the folder, then click OK. 


Select the rights the recipient will be granted in this Net Folder. 


Allow access to the Net Folder 
Allow the recipient to share items in the Net Folder with: 
Internal users 
External users 
Public 
Allow the recipient to grant re-share privilege 


2g Click OK. 


New Net Folder ? 


Rights Synchronization Schedule Data Synchronization 


Add users/groups and define the rights they have to files in this Net Folder. 


User or Group: | 


Name Rights Type 


2h Click OK, then return to Step 2 for the next Net Folder. 


Do you want to sync the Net Folder now? 
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2i When all of the Net Folders have been specified, continue with Enabling Sharing. 


Name Server Name Relative Path 
[] 2013 tracking Sales revenuelquotas 
W] projections Sales revenue\projections 
] cool stuff Marketing advertising\brochures 
W] training Is training\quick_starts 
W] projects Development projects 
W] comp planning Development personnelisalaries 
W] reviews Development personnelireviews 


8.4 Enabling Sharing 


Even though you granted sharing rights in the previous section, actually allowing users to share files 
and folders requires that you enable sharing for the Filr site. 


1 Under System, click Share Settings. 


Select a user or group to add to the list and then grant share rights 


User or Group: ‘all 


All External Users 


N 
robles All Internal Users 


No one has be 


3 Click Re-share items and Share with the public, then click OK. 
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Grant Share Rights 
Recipients will be granted share rights to: 
[F|Re-share items 


[¥] Share with Internal users 

V] Share with “All Internal Users" group 
[J] Share with External users 
Share with the public 


< 


Cancel 


This sets the maximum sharing rights that can be granted anywhere on the system. Re-sharing 
and public access are only available if they are actually enabled on the Net Folders. 


4 Click OK. 


Share Settings ? 


Select a user or group to add to the list and then grant share rights. 


User or Group: | | 


Name Rights Type | 
‘allusers Internal / External / Public / Re-share / Share with all Intemal users » Group © 


8.5 Setting Guest Access 


The hands-on exercises let you access Filr as a user who doesn’t have an account in Filr. 


1 Under System, click User Access. 


2 Select Allow Guest access and Guest access is read-only, then click OK. 
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\V]|Allow Guest access 


V]|Guest access is read only 


Allow external user access through OpenID 


The read-only option prevents public (guest) users from logging comments. This is generally a 
good idea in light of the risk of “spam” comments. Comments cannot be removed in this version 
of Filr. 


3 Continue with Allowing the Desktop Application to Be Deployed. 


8.6 Allowing the Desktop Application to Be Deployed 


Some of the Filr end user exercises are done through the Desktop Application. To enable the Desktop 
Application to be deployed through the Web application: 


1 Under System, click Desktop Application. 


Desktop Application 
Email 
LDAP 


Mobile Applications 
Reports 

Share Settings 

Site Branding 


User Access 


2 Select Be deployed. 


In the Auto-update URL field, type https: // Filr-appliance-IP-address:8443/desktopapp/, 
then click OK. 
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8.7 


8.7.1 


Allow the desktop application to: 
Access Filr 
Cache the user's password 


[Be deployed 


Synchronize every: | 15 | Minutes 


v] 
e 


Auto-update URL: | https://Filr-appliance-IP-address:8443/desktopapp | 


Maximum file size that can be synchronized: | 50 | MB 


3 Continue with (Optional) Setting Up Email Communication with the Filr VM. 


(Optional) Setting Up Email Communication with the Filr VM 


The hands-on exercises leverage two of your personal email addresses: 


+ One is assigned to user ared for demonstrating Filr’s notification capabilities. 


¢ The other is used for inviting an external user to collaborate on a project. 


If you are not interested in email notifications or external sharing as part of the end user exercises, 
you can skip all of the remaining sections and steps in this guide that are marked (Email Only). 


If you want to experiment with email notifications that originate from Filr, you must complete the 
following sections: 


+ Section 8.7.1, “(Email Only) Entering an Email Address for User ared,” on page 96 
+ Section 8.7.2, “(Email Only) Synchronizing ared’s Change with Filr,” on page 99 


(Email Only) Entering an Email Address for User ared 


1 On the Windows server, click Start > Administrative Tools > Active Directory Users and Computers. 
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Control Panel 
Devices and Printers 
Administrative Tools 
Help and Support 


Run... 


All Programs 


| Search programs and files 2) Log off | 


2 Right-click user ared and select Properties. 


_ Remote Desktop Services 

fe Active Directory Administrative Center 
+3) Active Directory Domains and Trusts 
E Active Directory Module for Windows PowerShell 
faje Active Directory Sites and Services 


G5 Internet Information Services (IIS) Manager 


©, iSCSI Initiator 

5» Local Security Policy 

(©) Performance Monitor 

5 Security Configuration Wizard 
dy Server Manager 

Sz) Share and Storage Management 
t" Storage Explorer 

© System Configuration 

( Task Scheduler 

ÉP Windows Firewall with Advanced Security 
[3] Windows Memory Diagnostic 
E} Windows PowerShell Modules 
YO Windows Server Backup 
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E Active Directory Users and Computers 


3 Type the email address you have chosen to use with these exercises, for example 
myusername@examplemail.com. 


A Red Properties 


4 Click OK, then continue with (Email Only) Synchronizing ared’s Change with Filr. 
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8.7.2 (Email Only) Synchronizing ared’s Change with Filr 


1 Inthe Administration Console under System, click LDAP. 


2 Select Run immediately. 


W| Enable schedule 
Run immediately 


V Schedule 
G Every Day 
© Weekly (on selected days) 


f fi | p 
Sun Mon Tue Wed Thu Fri Sat 


© AtTime 00 [æ]: 00 [æ] GMT 


@ Repeat Every 0.25 [x] Hours 


3 Click Apply. 


User ared’s profile is modified. 


LDAP Synchronization Results 
Status: Completed 


Added Users: 0 
None 


Modified Users: 1 


ared (cn=a red,cn=users,dc=filr-lab,dc=local) 


4 Continue with Chapter 9, “Using Filr,” on page 101. 
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9.1 


9.1.1 


Using Filr 


The Filr end user exercises can be summarized as follows: 


Windows 
2008 R2 


You use various clients, including mobile devices, to access Novell Filr. 


Filr provides access to test folders and files on a Windows server. 


This section guides you through the following tasks: 


+ Section 9.1, “Accessing Filr to Do the Filr End User Exercises,” on page 101 
+ Section 9.2, “Understanding Test Users and Their Roles,” on page 106 
+ Section 9.3, “Exploring Filr Functionality for End Users,” on page 107 


Accessing Filr to Do the Filr End User Exercises 


You need connections to Filr through the following access points to complete the Filr End User 
Exercises: 

+ A browser 

¢ The Filr Desktop Application 

+ A mobile device 

+ Section 9.1.1, “Connecting to Filr through a Browser and Installing the Filr Desktop 

Application,” on page 101 
+ Section 9.1.2, “Starting the Filr Desktop Application,” on page 104 
+ Section 9.1.3, “Installing and Starting a Filr Mobile App,” on page 106 


Connecting to Filr through a Browser and Installing the Filr Desktop 


Application 


To connect through the browser and install the Filr Desktop Application: 


1 On the Windows management workstation, start a browser and access the following URL: 


https://Filr-appliance-IP-address: 8443 
2 If prompted, accept and install the certificate. 
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3 Log in as User ID: apink. 


Sign in using OpenID 


UseriD: [Spink] | 
| 


Password 


4 Inthe upper-right corner, click apink, then select Download Filr Desktop App. 


A Pink 


View Profile 
Personal Preferences 


Help 
Download Filr Desktop App 


Sign out 


5 Click the appropriate link for the host workstation, for example, Windows X64 Client. 


PRODUCT TYPE DOWNLOADS 


(MDS: ec03fa0edSecd096489820e97446f836) 


Windows x64 Client 


(MDS: 44bdc8e9cbe3b48d42b151b9b9e1Sa0b) 


Filr Windows Client © Windows x86 Client 


Filr MacOS Client MacOS Client 
é (MDS: 60dae8b429756aa3cc9e14ff3a055aa9) 


6 Save the file. 
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Do you want to run or save this file? 
Name: NovellFilrSetup-x64.exe 


Type: Application, 14.0MB 
From: 192.168.1.110 


[aim] [see | Ca 


While files from the Intemet can be useful, this file type can 
potentially harm your computer. If you do not trust the source, do not 
run or save this software. What's the risk? 


Filr-Win7 
System Folder 


z Libraries Computer 
D B Documents System Folder 


SE] Recent Places 


D a Music 
> E) Pictures » Network 
> HF Medens a System Folder 


Filename: NovellFilrSetup-x64.exe v 


cnn (iis) 


(a Hide Folders 


Fy. aera ree 


NovellFilrSetup-x64.exe from 192,168,1,110 


Downloaded: 14.0MB in 6 sec 
Download to: C:\Users \Filr-Wi...\NovellFilrSetup-x64.exe 
Transfer rate: 2.33MB/Sec 


[E] Close this dialog box when download completes 


[in [open Feder Jase) 
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8 Right-click the downloaded file and select Run as administrator. 


NovellFilrSetup-x64.exe | 
E Win32 Cabinet 
Microsoft Cor 


Open 
© [Runes administrator 


Troubleshoot compatibility 


9 Run the installation, accepting the licenses, rebooting the workstation, and so on until the 
desktop application is installed. 


Depending on your download speed, downloading and installing Microsoft .NET can take a 
while. 


For additional information, see the applicable Quick Start on the Novell Filr online 
documentation site. 


10 Continue with Starting the Filr Desktop Application. 


9.1.2 Starting the Filr Desktop Application 


1 On the Novell Filr welcome screen, click Start. 


Welcome to Novell Filr 


Synchronize Novell Filr files between your 
computer and Filr 


Work on Novell Filr files offline from anywhere 


2 Inthe Server URL field, type https: // Filr-appliance-IP-address: 8443, type Username: 
apink and apink’s Password, then click Next. 
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© Novell ir 


Account Information 
Provide your user credentials to log in to the Novell Filr server. 


© Account Information 
© Synchronized Folders 


Server URL: [https://192.168.1.110:8443] 


Example: https://filr.mycompany.com 


Username: [pink] 
Password: p] 


© General Settings 


3 Continue through any security warnings. 
4 Click Next. 


Synchronized Folders 
Select the Novell Filr folders to synchronize to your computer 


v' Account Information 
© synchronized Folders 
© General Settings 


Name 


| (2) My Files 
5 Shared with Me 


(Renee 


General Settings 
Select the folder on your computer where you want Novell Filr files to be synchronized 


vv Account Information Filr Folder 


~ Synchronized Folders C:\Users\Filr-Win7\Filr 
© General Settings 
Start Novell Filr at login 


(<Prev) [net] Cene 


Using Filr 105 


9.1.3 


106 


9.2 


6 Click Finish. 


©), Novell Fil 


Summary 
Select the Novell Filr folders to synchronize to your computer 


Y Account Information Server URL: https://192.168.1.110:8443 
~ Synchronized Folders Username: apink 


v General Settings Filr Folder: C:\Users\Filr-Win7\Filr 
Start at login: Yes 


Novell Filr Folders to Synchronize 

Name Location Size 
tl My Files 0 bytes 
al Shared with Me 0 bytes 


A Filr folder is now available in on the workstation (in Windows Explorer or Macintosh Finder). 


Installing and Starting a Filr Mobile App 


Filr mobile apps are available as free downloads in the Apple App Store, the Google Play App Store, 
and the Amazon Appstore for Android. 


Download and install the Filr mobile app on the mobile device as you would any other device app. 
To access the Filr Mobile App: 
1 Start the app in the same way that you start other apps on your mobile device. 


2 Login as Username: ablack. 


3 Continue with Understanding Test Users and Their Roles. 


Understanding Test Users and Their Roles 


Table 4-1 lists eight users that have been synchronized from the Windows server to Filr. 


As you can see, there are differences in their Home Folder and personal storage allocations (third 
column). Most have one or the other, but ablack has both and agray has no personal storage. We will 
briefly explore what this means in Section 9.3.1, “My Files — Home Folders and Personal Storage,” on 
page 107. 


Notice also that only the manager-level users (ared, ablue, and so on) have file system rights on the 
Windows server (fourth column). Nevertheless, the hands-on exercises require that files be accessed 
by internal and external users who do not have file system rights. We will explore how this is 
accomplished in the “sharing” sections, starting with Section 9.3.2, “Internal Sharing,” on page 114. 
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Table 9-1 User Roles and Tasks 


Role in the FILR-LAB Home Folder and Personal File System Rights on the 
User Name pe : 
organization Storage Windows Server 
ared Development Manager Home folder Full control of Dev share and 
directory 
apink Developer Personal None 
ablue IT Manager Home folder Full control of IT share and 
directory 
agreen Filr Administrator Personal None 
ayellow Marketing Manager Home folder Full control of Mrktg share and 
directory 
aorange Product Line Manager Personal None 
ablack District Manager Home folder Full control of Sales share and 
directory 
Personal 
agray Account Manager None 


9.3 Exploring Filr Functionality for End Users 


After you have completed the setup and administration instructions in this guide, the Filr VMs and 
your Windows server are ready for the exercises in the following sections: 

+ Section 9.3.1, “My Files—Home Folders and Personal Storage,” on page 107 

+ Section 9.3.2, “Internal Sharing,” on page 114 

+ Section 9.3.3, “(Email Only) External Sharing,” on page 122 

+ Section 9.3.4, “Public Sharing,” on page 130 

+ Section 9.3.5, “Re-sharing and Searching,” on page 133 

+ Section 9.3.6, “More Things You Can Try,” on page 136 


9.3.1 My Files—Home Folders and Personal Storage 


The files and folders that users see when they access My Files are illustrated in Figure 9-1 and 
demonstrated in the steps that follow the figure. 


¢ The top half shows that two storage locations can be assigned to users for their own use— 
personal storage on the Filr data disk and/or home storage on a Windows file server. 


¢ The bottom half shows how the assigned storage is displayed in My Files, depending on what a 
user is assigned. 
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Figure 9-1 What Filr Users See in My Files Depends on What Is Set Up for Them 


My Files 


Filer Data Disk NTFS 


9 Home Folders 
SS ri 


a 


local.txt remote.txt 


Only Only 
Filr Storage Home Folder 


E | My Files z My Files HE My Files 


F local.txt 5 local.txt a remote.txt 


P| Home 


a remote.txt 


In the following steps, take the role and do the steps of the users that are indicated. 


1 User ablack is a fan of the Hubble telescope and especially likes this image (http://hubblesite.org/ 
gallery/wallpaper/pr2007041a). 


On the Windows VMware host workstation, open a browser, then select the 1280X1024 link. 


2 Right-click the displayed image, then save it to the desktop. 
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Copy image URL 
Copy image 


Open image in new tab 


Inspect element 


4 Drag and drop (copy) the image from the desktop to ablack’s home folder on the Windows 
server. 


& Local Disk (C:) 
Filr Exercise Fold 


5 Inthe administrative browser, sign out as user admin. 
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admin 


2%) Administration Console 
View Profile 
Personal Preferences 
Help 


Download Filr Desktop App 


6 Sign in as User ID: ablack. 


Sign in using OpenID 


User ID | ablack | 


Password 


Kik KK KK ER | 


Forgot your password? 


TZIE 


7 Click MyFiles and notice the folder named Home. This is ablack’s home folder on the Windows 
server. 


ona fm 


My Files Shared with Me Shared by Me et Folders 


My Files 


New Folder... Add Files... 


Modified 


Jul 19, 2013 10:34 AM 


Refer to Table 4-1 and notice that user ablack has a home Folder and is also assigned personal 
storage. In other words, user ablack is an example of the section labeled “Both” in Figure 9-1. 
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8 Open the Home folder. 


The Hubble image file is there as you would expect it to be. 


A Black (ablack) 


[|Home © 


New Folder... Add Files... v 


9 Sign out as user ablack. 


A Black 


A Black 
View Profile 
Personal Preferences 
Help 


Download Filr Desktop App 


10 Sign in as User ID: admin. 


Œ Sign in using OpenID 


UserID: |[admin_] 
Password: [Fen] 


Forgot your password? 


Enter as guest 


11 Access the Administration Console (upper-right corner). 
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admin 


2% Administration Console 


View Profile 


Personal Preferences 


Help 


Sign out 


12 Under Management, click User Accounts. 


13 Select A Black, then click More and select Purge User Workspaces > Yes. 


Manage Users 


Fa User Accounts 
(New ) Import Profiles... 
= Full Name Disable User 
W] A Black Enable User 
> q A Bine Disable Personal Storage 
admin Enable Personal Storage 
— = Use Global Personal Storage Setting 
administrator 7 
A Gray Delete User Workspaces 
— Purge User Workspaces 
AGreen 


= Purge Users and their Workspaces 
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14 Click Yes. 


‘Confirmation Requested 


Are you sure you want to delete and immediately purge the 
workspaces of the selected users? (Warning: This action cannot 
be undone.) 


DD 


15 Select A Black again, then click More and select Disable Personal Storage. 


User Accounts 
New Import Profiles… 


= Full Name Disable User 


Enable User 


Disable Personal Storage 


Enable Personal Storage 


Use Global Personal Storage Setting 


16 Sign out as user admin, then sign in as user ablack. 


17 Notice that the Home folder has disappeared from user ablack’s My Files folder (the up-arrow 


left of Home has disappeared) and the Hubble image file is now directly listed as a child. 


A Black (ablack) 


[Æ] Home © 


New Folder... Add Files... v 
= Title (mm) Size 
ef] ns-2007-41-a-1280_walipaperjpg ~ | | 690KB 


Because you purged and removed the Personal Storage that was assigned to user ablack, user 
ablack now fits the definition in the section of Table 4-1 that is labeled “Only Home Folder.” 


(Purging ablack’s personal storage had no effect on the Windows server’s file structure or files.) 


18 Click the down-arrow next to the image, then select Share. 


o [ms] hs-2007-41-a-1280. wallpaper.jpg 


Share 


View Details 


Wima Wiha Une Annnann 


19 Inthe Share with field, type all, select All Internal Users, then click OK. 
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9.3.2 


“Share (1 Items) 


S hs-2007-41-a-1280_wallpaper.jpg 


/Home Workspace/Personal Workspaces/A Black (ablack)/Home 


@ Make Public 


Share with: | all o 


|| All Internal Users 


This item has not be 


Name Note 


W] Notify: New and 


20 Click OK. 


‘Grant Share Rights 


© Viewer 
© Editor 
Allow the recipient to re-share this item with: 


Internal users 
External users 


Public 


21 Feel free to explore further if you want to get more experience with Filr’s My Files functionality 
and the role that traditional home folders play in that context. Then continue with Internal 
Sharing. 


Internal Sharing 


The exercises in this section demonstrate how Novell Filr users can share files with users who are 
internal to your organization. 

+ “User ared Initiates User apink’s Annual Review” on page 114 

+ “User apink Responds to the Annual Review Request” on page 118 


+ “User ared Approves apink’s Annual Review” on page 120 


User ared Initiates User apink’s Annual Review 


User ared needs to complete the annual review for user apink, but apink doesn’t have file system access 
to the review file (apink_2013 .doc). Rather than sending the file in email or assigning apink the 
required file system trustee rights on the Windows server, ared simply shares the review file with 
apink and includes Editor privileges. First, however, ared optionally ensures that email notifications 
will be sent when the file changes. 


1 Sign in to the Web application as user ared. (This requires that you sign out as user ablack first.) 
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E Sign in using OpenID 


User ID | ared | 


Password 


Forgot your password? 


2 Click Shared with Me and notice that the image that ablack shared is listed. 


ca Shared with Me 
2 Name el Shared by 
=e Ee 


IMPORTANT: If you are not experimenting with email notifications, skip to Step 4 and skip all 
subsequent steps that are marked (Email only). 


3 (Email only) Click A Red in the upper-right corner, then select View Profile. 


A Red 


Personal Preferences 


Help 


Download Filr Desktop App 


Sign out 


When the profile displays, notice that the email address you configured in Active Directory for 
user ared is listed. 
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Profile 


A Red 


Personal Information 


Job Title 


Contact Information 


Email myusername@examplemail.com 
Phone 
Text Messaging Email 


Photos And Images 


| No file selected. 


4 Click Net Folders > reviews > apink. 


me Oo 


My Files Shared with Me Shared by Me Net Folders 


Net Folders 


reven] o 


New Folder... Add Files... 


4 Title Author 


5 Click the check box for apink_2013 .doc, then click the file drop-down arrow ~+ to the right of 
the file and select Share. 


ois) apink_2013.doc 


6 Inthe Share with field, type p, then select A Pink. 


Share (1 Items) 


t apink_2013.doc 
/Home Workspace/Net Folders/reviews/apink 


Share with: [P] 


A Pink (apink) 


Name T Filr Proxyuser (filrproxyuser) 


7 Select Editor, then click OK 
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Grant Share Rights 


© Viewer 


Editor 


8 Click OK. 


9 (Email only) Click the check box for apink_2013.doc and the file drop-down arrow again, then 
click Subscribe. 


ois) apink_2013.doc 


View HTML 


\ 


View Who Has Access 


Rename File 


Subscribe 


10 (Email only) Expand the Message Only option, then select the email address you entered for user 
ared in Directory and click OK. 


Novell Filr will send an email or text message when activity occurs in 
a file, folder, or comment. Select addresses to subscribe. 


=) apink_2013.doc 
‘Home Workspace/Net Folders/reviews/apink 


Message Type: @ 
[@]Message only 
myusername@examplemail.com 


> Message with Attachments 
> Text Message 


11 Click the comment icon =~. 

12 Add a comment, such as 
Hi pink. 
Would you please edit this with your objectives and achievements and let me 
know when you have finished? 


Thanks. 
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red 


[Z] apink_2013.doc 


Hi pink. 
Would you please edit this with your objectives and let me know when you 
have finished. 

Thanks. 

red 


Comments are viewable by all users with access rights Send 


13 Click Send and close the Comments dialog. 


User apink Responds to the Annual Review Request 


1 On the Windows 7 VM desktop in the notifications area, right-click the Filr icon. 


ML D) 3:20 PM 


2 Select Open Filr folder. 


Latest sync: Today, 2:49:22 PM 


Open Filr folder 
Open Filr console 
Visit Filr on the Web 


Shared by Me 
What's New 
Synchronize now 
Logout 

About Novell Filr 
Help 


Exit 


3 Double-click Shared with Me. 


Organize v New folder 


Ft Favorites Name Date modified 


FE Desktop My Files 7/17/2013 4:53 Ph 


18 Downloads Shared with Me 7/19/2013 2:19 Ph 
‘© Novell Filr desktop. ini 7/17/2013 4:53 Ph. 
SE] Recent Places 
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4 Right-click apink_2013.doc, then select Open. 


(EJ) apink_2013.doc 
desktop.ini 
E hs-2007-41-a-1280| | New 
Print 
Open with > 
Share with > 
Restore previous versions 


The file should open in LibreOffice Writer, assuming the prerequisites are met for the Windows 
workstation. 


5 Make a few changes, then save and close the file. 
You can be as verbose or brief as you want. 


6 Inthe Shared with Me folder on the workstation, right-click the file you just edited and select 
Synchronize now. 


B apink_2013.doc 
desktop.ini 


Open 


E hs-2007-41-a-1280 wallpay N" 
Print 
Open with > 
Share with > 


Restore previous versions 


© View ina web browser 


© Share... 


® Subscribe... 


7 Sign in to the Web application as user apink 


Sign in using OpenID 


User ID: [apink | | 
| 


Password 


Forgot your password? 


Enter as guest 


8 Click Shared with Me. 
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Le 


j with Me 


9 Click the drop-down arrow for apink_2013.doc, then click View HTML. 


e [B] apink_2013.doc 


e [he] hs-2007-41-a-1280 wallpaper.jpg ambi 
View HTML 


View Who Has Access 


Subscribe 


Your changes are reflected in the view. 
10 Close the HTML view. 


11 Click the review file’s comment icon, type a comment indicating that the review is ready, then 
click Send and close the comment panel. 


2] apink 2013.doc 


En A Red Actions w 
y Jul 19, 2013 2:22:23 PM MDT 
" Hi pink. 
Would you please edit this with your objectives and let me know when you have 
finished. 
Thanks 
red 


NER | i've included my input. 
<= | pink 


12 Continue with User ared Approves apink’s Annual Review. 


User ared Approves apink’s Annual Review 


1 Log in to the email account that you assigned to user ared, open the message from filr-admin, 
then click the Visit Message link. 
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€ Reply + Reply All + Forward 


Mail Properties 


From: <filr-admin@filr-lab.local> 
Subject: [Subscription:New] Re: apink_2013.doc 


Friday - July 19, 2013 5:20 PM 


A Pink Jv 19, 2013 7:18:32 PM EDT 
ssage 


Folder: reviews / apink 


3. Re: apink 2013.doc (New) 
APink Jul 19, 2013 7:18:32 PM EDT 


DESCRIPTION 


I've included my input. 
pink 


RELATED ENTRY 


Folder: reviews / apink 


apink 2013.doc 
File Sync Agent Jul 17, 2013 3:27:24 PM EDT 
Modified by File Sync Agent Jul 19, 2013 7:02:00 PM EDT 


ATTACHMENTS 
apink_2013.doc Jul 19,2013 11KB File Sync Agent 


2 Sign in to the Web application as user ared. 


The message from apink is displayed. 


Hide 


3 Inthe new comment box, type a comment indicating that the review is approved, then click 
Send. 


Re: apink_2013.doc 


ZA apink_2013.doc > 
Re: apink_2013.doc 


v Comments (0) 


j | Looks good. Thanks. 
red 


/Home Workspace/Net Folders/reviews/apink 
T A Pink Jul19, 2013 5:18 PM Modified: Jul 19, 2013 5:18 PM 


I've included my input. 
pink 


Send Comments are viewable by all 
users with access rights 
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4 Close the view. 


5 Continue with (Email Only) External Sharing. 


9.3.3 (Email Only) External Sharing 


The exercises in this section demonstrate how Filr users can share files with users who are external to 
your organization. 

+ “About External Users” on page 122 

+ “User ared Gathers Input for the Next Release” on page 122 

+ “User opaque Self-Provisions and Responds to the Review Request” on page 125 


+ “User ared Responds to User opaque’s Input” on page 128 


IMPORTANT: Completing the instructions in Section 8.7, “(Optional) Setting Up Email 
Communication with the Filr VM,” on page 96 is required for the exercises in this section. 


About External Users 


External users are those who receive share invitations through email and subsequently provision 
themselves as system users. They can then log in to the system using the credentials they establish 
with Filr, or they can elect to be authenticated through a Google or Yahoo Open ID account. 


For more information about the different kinds of users who can access Filr, see “Users and Groups 
with Filr” in the How Filr Works—Overview Guide. 


User ared Gathers Input for the Next Release 


User ared managed the ABC product release and is responsible for gathering input for the upcoming 
XYZ product. User ared also wants to invite input from a key partner named M Opaque. Inviting M 
Opaque to participate requires using the second email address mentioned in Chapter 2, “Hands-on 
System Requirements,” on page 9 and further explained in Section 8.7, “(Optional) Setting Up Email 
Communication with the Filr VM,” on page 96. 


1 If you aren't already signed in to the Web application as user ared, do so now. 


2 Click Net Folders > projects > current. 


Meiran p pripa View Whats New [I] 
(In current © 
New Folder... Add Files... © Fitter List o9 
2 Title cJ Size Date 
ois) abc_reqr.doc nan 10 KB Jun 25, 2013 2:36 PM 


3 Click the check box for abc regr.doc, then click the file drop-down arrow ~ to the right of the 
file and select Share. 
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of) abc_reqr.doc 


View Details 
v HTML 
o Has Access 


Rename File 


Subscribe 


4 Inthe Share with field, type your second email address, then click the plus sign (+) to add the 


external user. 


Share (1 Items) 


E abc_reqr.doc 
/Home Workspace/Net Folders/projects/current 


Share with: || public-user@examplemail.com 


Name Type 


This item has not been shared. 


4| Notify: New and modified recipients ~ 


Expires 


At this point, user ared could share the document with internal or other external users, but for 
brevity’s sake, we aren't including steps for that. 


5 Click OK > OK. 


6 Click the check box for abc_reqr.doc and the file drop-down arrow again, then click Subscribe. 


View Details 


View HTML 


View Who Has Access 


Rename File 


Subscribe 


7 Expand the Message only option, then select the email address you entered for user ared in 


Directory and click OK. 
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Novell Filr will send an email or text message when activity occurs in 
a file, folder, or comment. Select addresses to subscribe. 


a abc_reqr.doc 
/Home Workspace/Net Folders/projects/current 


Message Type: @ 
[<|Message only 
[m] myusername@examplemail.com 


> Message with Attachments 
> Text Message 


8 Click the comment icon -~ to the right of the down-arrow. 
9 Add a comment, such as 
It’s time to gather input for the next release. 


Please log comments to let us know which features we need to include this time. 
Then click Send. 


abc _reqr.doc (0) Comments 


T It's time to gather input for the next release. 
Please log comments to let us know which features we need to include this 
time. 


Send Comments are viewable by all users with access rights 


10 Close the Comments dialog. 
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2 abc_reqr.doc (1) Comments 


my | ARed Actions v 
{ 


"KK | Ju! 22, 2013 12:08:56 PM MDT 
os = i a 

It's time to gather input for the next release. 

Please log comments to let us know which features we need to include this time. 


Comments are viewable by all users with access rights 


11 Continue with User opaque Self-Provisions and Responds to the Review Request. 


User opaque Self-Provisions and Responds to the Review Request 


1 Log in to the email account that you used to invite user opaque to participate in the review. 


2 Open the message from the email address that you assigned to user ared and click the 
abc_reqr.doc link. 


A Red has invited you to access anitem & 


(abc_reqr.doc) hbox x 
myusername@exar 11:39 AM (1 hour ago) ~ ~ 
to |» 
A Red shared 


is share never expires 
Novelle Filr 


Click here to Reply or Forward 


3 The registration dialog lets external users register or log in as a guest. 


Register as M Opaque by typing First name: m, Last name: Opaque, Password: F1lrrock$, and Re- 
enter password: Fllrrocks. 


The User ID (email address) cannot be changed. 
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Please enter the following information and then click on the 


| Register button. 
| User ID: public-user@examplemail,com 
First name: [M] 


Last name: 
Password: Filrrock$ 


Re-enter password: ||Filrrock$ 


Or 


To authenticate using google, click on this image Google 


4 Open the confirmation email, then click Sign in and access shared items. 


Your access to the item is confirmed = 
Inbox x 
myusername@exar :01 PM (8 minutes ago) K + 
to |» 


Your access to the item is confirmed 


Sign in and access shared items 


NovelleFilr 


Click here to Reply or Forward 


5 Type the password F1lrrocks, then click Sign in. 
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Sign in using OpenID 


User ID public-user@examplemail.com 


Password 


Forgot your password? 


Enter as quest 


6 Click Comments and read the comment from user ared. 


ARed 


Jul 22, 2013 12:08:56 PM MDT 


It's time to gather input for the next 
release. 

Please log comments to let us know which 
features we need to include this time. 


7 Click Actions, then click Subscribe. 


| ARed 


Jul 22, 2013 12:08:56 PM MDT 
It's time to gather input for the n 
release. Subscribe 
Please log comments to let us 


features we need to include this time. 


Emails will now be sent to user opaque as others comment on the document or perform other 
actions. 


8 Read the HTML view of ABC Project. 


9 Log the following comment, then click Send. 


Competing products have had morning coffee functionality for over 18 months 
now. 


If the next release doesn’t include this, we will be forced to switch. 
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abc_reqr.doc 


2 abc_reqr.doc (1) Comments 
l | A Red Actions = 
Jul 22, 2013 12:08:56 PM MDT 


Å 5 $ 5 
It's time to gather input for the next release 
Please log comments to let us know which features we need to include this time. 


| Competing products have had morning coffee functionality for over 18 
<= | months now. 
If the next release doesn't include this, we will be forced to switch| 


4 im] >» 


10 Continue with User ared Responds to User opaque's Input. 


User ared Responds to User opaque's Input 


User ared receives notification of user opaque's comment (you can check ared's email if you wish) and 
remembers that the requested feature has been discussed. It should already be in the next 
requirements document (xyz regr.doc), but ared isn't certain that it is. 
1 Log in to the Web application as user ared. 
2 Click Net Folders > projects > future. 
3 Click the file drop-down arrow ~+ for xyz regr.doc and select View HTML. 
The file has not been updated. 


4 Click the file drop-down arrow » again, then select View details. 


oi) xyz_reqr.doc 


View Details 


View HTML 


View Who Has Access 


Rename File 


Subscribe 


5 Click Edit this file, then continue past the security warning and other messages until you are 
prompted to log in. 
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xyZ_reqr.doc 


Eza) XYz_reqr.doc 
| /Home Workspace/Net Folders/projects/future 


HE File sync Agent Jui 17,2013 1:39 PM Modified: Jul 17, 


Share... || Edit This File | Morev 


XYZ Project 


Requirement 1 
This product will do everything that ABC does. 


6 Log in as user ared. 
7 Insert the following text before the period: 


, and it will make the morning coffee 


XYZ Project 


Requirement 1 


This product will do everything that ABC does, and it will make the morning coffee. 


8 Save the file and close LibreOffice. 


9 Navigate to xyz_reqr.doc again and view its details to confirm that the change has been made. 
xyZ_reqr.doc 


Eza) Xyz_reqr.doc 
= /Home Workspace/Net Folders/projects/future 


NE File sync Agent sui 17, 2013 1:39 PM 


NE A Red modified: Jul 22, 2013 2:28 PM 


| Share... || Edit This File || Morey | 


XYZ Project 


Requirement 1 
This product will do everything that ABC does, and it will make the moming coffee. 


10 Log and send a comment indicating that the file has been updated. 
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v Comments (0) 


BA The requirements have been updated 
per Opaque's comment| 


Send Comments are viewable by all 
users with access rights 


11 Log a comment for the abc_reqr .doc file that Opaque’s requirement has been included in the 
next version. 


E abc reqr.doc (2) Comments 


A Red Actions w 
Jul 22, 2013 12:08:56 PM MDT 


It's time to gather input for the next release. 
Please log comments to let us know which features we need to include this time. 


M Opaque Actions + 
Jul 22, 2013 1:37:07 PM MDT 


Competing products have had morning coffee functionality for over 18 months 
now. 


If the next release doesn't include this, we will be forced to switch. 


T Opaque, Thanks for the input. 4 
The morning coffee requirement has been added for the next version. 


a 


Send Comments are viewable by all users with access rights 


12 Continue with Public Sharing. 


9.3.4 Public Sharing 


User ayellow wants to get the word out about the abc version of the organization’s product and elicits 
the help of user aorange with the effort. 


1 Log in to the Web application as User ID: ayellow. 
2 Click Net Folders > cool stuff. 


> Net Folders View What's New T 
© [m] cool stuff © 
| New Folder.. | Share | AddFiles. (Oftest | OD 
2 Title | Size 
| of abc_flyer.pdf X (on) 37K 
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3 Click the file drop-down arrow ~+ for abc flyer.pdf, then select Share. 


el abc flyer.pdf 


View Details 


View Who Has Access 


Rename File 


Subscribe 


4 Inthe Share with field, type o, then select A Orange. 


(0) 


A Orange (aorange) 


5 Click Public > OK > OK. 


Grant Share Rights 


@ Viewer 

© Editor 

Allow the recipient to re-share this item with: 
Internal users 

External users 


Fru 


6 Login as User ID: aorange. 
7 Click Shared with Me. 


Shared with Me 


v 


= Name 


A abc_flyer.pdf v 


e [8] hs-2007-41-a-1280_wallpaper.jpg ~ 


8 Click the action drop-down for the abc_flyer .pdf file, then click Share. 
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F = Name Cj Sha 


a elg abc flyer.pdf 


e = hs-2007-41-a-1280 wallpaper.jpg 


ho Has Access 


Subscribe 


9 Click Make Public. 


Share (1 Items) 


7 abc_flyer.pdf 


gaa} /Home Workspace/Net Folders/cool stuff 


ae Make Public 


10 Inthe Type column, click Public to view and copy the URLs that can be shared in social media, 
and so on. 


Make Item Public 


à abc_flyer.pdf 
/Home Workspace/Net Folders/cool stuff 


Use the following url to view the file entry, abc flyer.pdf 
https://192.168.1.110:8443/ssf/a/c/p_name/ss_forum/p_action/1/acti 


Use the following url to download the file, abc. flyer.pdf 
https://192.168.1.110:8443/ssf/s/readFile/folderEntry/6/40288 1ee3fed 


Close 


11 Enter one of the URLs in a separate browser window or tab, then click Enter as Guest to see what 
Internet users who access the URL will see. 
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Sign in using OpenID 


User ID | | 


Password | | 


Forgot your password? 


ED Enter as guest 


12 Continue with Re-sharing and Searching. 


9.3.5 Re-sharing and Searching 


1 Log in to the Web application as User ID: ablue. 


2 In Net Folders, navigate to training > Novell-Filr.pdf, then share the file with agreen as a Viewer 
with rights to reshare the file with internal users. 


Net Folders 


training © 


New Folder... Add Files... hd 


= Title co) Size 


ora Novell Filr.pdf 


Share 
View Details 


View Who Has Access 


Rename File 


Subscribe 


[9] 
A Gray (agray) 


A Green (agreen) 


Using Filr 133 


Grant Share Rights 


@® Viewer 
© Editor 


Allow the recipient to re-share this item with: 
[M)]internal users 


3 Login as user agreen, then share the file (with rights to reshare) with users apink, ayellow, aorange, 


ablack, and agray. 

EB) Shared with Me 
= Name ion Shared by 
og) abc_flyer.pdf ~ Ø T A Ora 
olk) hs-2007-41-a-1280_wallpaperjpg ~ |_| T A Bla 
oS Novell Filr.pdf = 

Share 

View Details 


\-| Novell Filr.pdf 
/Home Workspace/Net Folders/training 


Share with: | 
Type Access Expires Note | 
iewer + & 
User Mi Grant Share Rights 
User Viewer + 
7 Viewer 
User Viewer ~ oe ae F 
Allow the recipient to re-share this item with: 
User Meaz [(]]internal users 
User Viewer ~ 


ea ( Cancel ] 
Notify: New and modified recipients 
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A few days after user agreen has shared the file, user apink is talking with user ared in the hallway and 


mentions the file. 


1 Log inas user ared, then in the search field, type quick and press Enter. 


Search quick Search 


@ Search Entire Site 
€ Search My Files 
P Search Net Folders 
Search Shared with Me 


[No results] 


Because the file is not found, user ared asks apink to share the file. 


2 Log in as user apink and share the file with ared. 


EB) Shared with Me 
= Name CJ Shared by 
F o abc_flyer.pdf : J Maoa 
ois) apink_2013.odt doc -< B IP Area 
o [ms] hs-2007-41-a-1280_wallpaperjpg ~ J Ram 
E ol] Novell Filr.pdf 


Subscribe 


a 


Grant Share Rights 


@ Viewer 
Allow the recipient to re-share this item with: 
[Ml]internal users 
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9.3.6 


136 


3 Log in as user ared and search for the file again. 


The file is listed in the search results window. 


Search quick 


© Search Entire Site 
Search My Files 
Search Net Folders 
Search Shared with Me 
Search Current Folder: Home 


[| Include Sub-Folders 


Search results [ 1-1 of 1] 


éa| Novell Filr.pdf 
Novell Filr pdf 


Net Folders // training 
2 File Sync Agent 


More Things You Can Try 


There are a few additional files in the other Net Folders that you can experiment with as indicated 
below. You can also experiment with your own files. 


Activity Type Net Folder 


Planning comp planning 2014.xls 


1. 


File Location Task Descriptions 


User ared opens the file in LibreOffice and plans a 
5.5% increase for apink's 2014 salary. 


Planning projections fy 2014.xls 


User ablack shares the file with user agray as a 
viewer and asks whether the goals are realistic. 


User agray comments that the Q3 estimate is low and 
the Q4 estimate is high. User agray asks that $10,000 
be transferred from Q4 to Q3. 


User ablack adjusts the Q3 and Q4 estimates, thanks 
agray, and acknowledges the change. 


Reporting quotas fy 2013.xls 
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User ablack shares this file with user agray as an 
Editor and requests that agray update it with Q4 
actual results. 


. User agray opens the file, enters $110,900, and saves 


the file. 


. User agray comments that the file is now ready for 


review. 


